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INTRODUCTION

Many unexpected events, such as hurricanes, snowstorms, floods, earth-
quakes, and fires, can destroy one’s ability to conduct business. In fact,
could your company survive such events? Many times, companies are not
willing to do contingency planning because of the associated time and
costs. However, if a proper approach is chosen, it does not have to be
expensive or time-consuming. To have a contingency plan is like having
an insurance policy. Most of the time, it is not needed; but when some-
thing happens, its value is appreciated.

When companies adopt the idea of contingency planning, they usual-
ly go from one extreme to another. This can swing from doing nothing
to covering all aspects and all areas of a business. This approach is costly
and not necessary. The approach described in this article will show you
how to prepare a plan that will take 20 percent of effort and it will cover
80 percent of your possible risks.

CONTINGENCY PLANNING

Contingency preparedness can be
done in many different ways; how- PAYOFF IDEA
ever. there are three basic types of Many companies are not willing to do contingen-

: cy planning because of the associated time and
plans that should be considered. costs. However, if a proper approachis chosen, it

These are: does not have to be expensive or time-consum-
ing. The approach described in this article will

1. Business Continuity Plan: This show you how to prepare a plan that will take 20

lan desiens manual or semi-au- percent of effortand will cover 80 percent of your
p SIgN: ; possible risks.
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tomated processes to be used to continue business operations. De-
pending on the situation, each disruption can require different
processes or different variations of the plan.

2. Disaster Recovery Plan: This plan includes backup and restore of
computer hardware and software. It contains detailed information
about hardware, databases, applications, and files and their recovery
processes. Many times, a Disaster Recovery Plan will require keeping
software and hardware in an off-site location as a storage (or hot site).

3. Accident Recovery Plan: This plan is designed for companies that are
at risk of an accident. This type of plan is important for manufactur-
ers of chemicals, transportation companies, or atomic plants to pre-
vent accidents and deal with the consequences. Accidents have an
impact on the environment, people’s lives, and their possessions. It
is crucial to have a plan that provides effective prevention, and
cleanup and restoration after an accident. In areas affected by hurri-
canes, earthquakes, or other natural disasters, the government needs
to be well-prepared to deal with such events. A triage process should
be an integral part of this plan to deal with the worst-case scenario.
Hospitals usually have a triage process developed as part of their
contingency plans.

When developing contingency plans, various causes of disruption
need to be taken into consideration. The disruptions can be grouped into
the following main categories:

e natural disasters: floods, earthquake, hurricanes, snow storms, exces-
sive heat or cold

e accidents: transportation accidents, explosions, fire, and spills

e corporate disruptions: strike and major layoffs

e data processing disruption: data errors, bugs, data wipe off, and In-
ternet firewalls

It is important to explore all possible causes of disruption to decide
which ones have a high probability of occurrence. A decision matrix can
be developed to include possible causes, their risks, probability, conse-
quences, and mitigation strategies. Using a matrix can help to decide
which disruptions should be in the scope of the contingency plans and
what priority they have for needing to be addressed. At the same time, cer-
tain disruptions can be excluded from the plan for their low probability.

DEFINING THE METHODOLOGY

Depending on the type of business and its location, one or multiple types
of plans should be selected and presented to senior management. Once
the initiative is approved and the resources are assigned to the project,

Auerbach Publications
© 2000 CRC Press LLC



the contingency plan development starts. At this stage, it is important to
have a proven methodology in place. Various consulting companies offer
methodologies that were developed utilizing their experience in building
contingency plans. The methodology presented in this section is built
from personal experience. It is a simple approach that provides good
coverage. The methodology will need to be customized to a specific
company to achieve the best fit. A critical part of the overall process is to
conduct a thorough documentation throughout all phases of contingency
planning. The process of developing quality contingency plans has the
following phases:

. Inventory

. assessment

. plan development

. contingency plan testing
. training

. salvage

. post mortem
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Each phase contains specific tasks, documents, and deliverables, as
defined below.

Inventory Phase

In this phase, an inventory of the company it developed. In terms of a
business continuity plan, the inventory includes a list of all business units,
applications, and tools. Part of this phase involves mapping business pro-
cesses. It is a worthwhile exercise to gain a visual interpretation of the
business that includes relationships with other business units, and inter-
faces with third-party companies. Interfaces represent company/business
unit relationship with other companies, customers, or the government.

An inventory for the Disaster Recovery Plan contains a list of hard-
ware, software, and interfaces to recover. The Accident Recovery Plan’s
inventory will have a list of types of accidents and possible ways to re-
cover from an accident.

A thorough inventory will be a foundation for subsequent phases. It
will be used to assess risk and criticality, and assign priorities in the next
phase. Later, it will be part of the documentation for the detail contingen-
cy plans.

Assessment Phase

The assessment is done using the inventory list from the first phase. A
crucial part of this phase is to develop the criteria for assessing risk and
criticality and to assign priorities for each unit (business or system). Pri-
ority will be determined by the risk and criticality of each unit. Once the
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risk and criticality criteria are developed, the actual assessment processes
can start. The riskiest units are the ones that break down the easiest. The
most critical units are the most profitable or the most important ones to
continue running the business. It is usually the unit or system that brings
the most profit, or it is the most crucial to company’s customers, suppli-
ers, or it has the most impact on the public or the operating environment.
An example of this is a system that fails the most often, but it processes
non-critical data and provides non-critical information. It will have a high
risk but is not critical to the operation of the business. However, it will
have a lower priority than a system that is highly profitable and does not
break down easily.

Once the priorities are assigned, the next step of this phase is to select
the type of contingency coverage. Usually, the 80/20 formula works well.
This ensures that a reasonable amount of money and time are spent. An-
other option is to focus on priority one plans only.

Plan Development Phase
The first step in this phase is to develop a format for the contingency
plans. Afterward, the plans will be developed for selected areas of busi-
ness, systems, or accident recovery, and selected incidents decided in as-
sessment phase. It will require dedicated staff to develop the plans, and
offer full support from selected business areas. A critical part of each plan
is to find a simple, but workable solution. When any emergency event
happens, it is preferable to have an easy-to-implement solution rather
than something elegant and perfect. People will not have time to read
extensive manuals and figure out complicated solutions. The plan should
include contact names, including phone and page numbers.

Some commonly neglected areas include various interfaces with cus-
tomers, suppliers, government, banks, other systems, or environmental ef-
fects. The interfaces can be grouped into three main categories, as follows:

1. products
2. services
3. information

Moving or operating from other operating sites will be required to of-
fer contingency to the organization. This should be part of the solution
process developed in the plan. This is especially important for data pro-
cessing. Each data processing disaster recovery has to have a site to store
backed up files and systems. These backups must be updated on a regu-
lar basis. Some companies require a hot site with hardware and software
to continue operations, in the event that a specific primary computer site
fails. Tt is also useful to plan for handling backups and storing backups
both on- and off-site. Frequent backups are especially important due to
the existence of viruses and piracy that can destroy a lot of valuable data.
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Time will be a critical aspect in each plan. How quickly does the plan
have to executed? How long can an alternative process be in place be-
fore the situation becomes an emergency or unmanageable?

Another important part of the contingency plan is a resumption plan.
This includes information that explains which system or business units
g0 back to normal operations and in what sequence. The priorities de-
termined in the assessment phase help to establish a resumption se-
quence. This sequence can be changed based on various parameters
such as interfaces, usage of systems, and location.

Contingency Plan Testing Phase

The plan is not completed without testing. This is to ensure that the plans
are viable. Another objective of this phase is to win the commitment of
users. At the same time, users will get more familiar with the plans. For
this reason, users will have to participate in the testing phase. Testing has
various levels. The first level includes conducting a simple walk-through.
The next level includes addressing testing equipment and software tools
used in the event of a disruption. It is expected that some plans may
change in this phase. The change can be from fine-tuning to major
changes to part of the plan. Testing can also prove that a different solu-
tion would resolve the situation in better than that originally proposed.
This phase usually requires more time than expected to execute. Once
testing is complete, the plans will be ready for sign-off. After signing off
the plans, they can be distributed throughout the organization.

Training Phase

To ensure that the plans will be used as designed, all relevant resources
assigned to the plan must become familiar and trained in all the proce-
dures. This activity involves the production of training manuals and may
require a formal training process to increase the likelihood of a success-
ful implementation of the contingency plan.

Salvage Phase

This is the phase where quality of the plans, personal leadership, re-
sponsibility, and creativity will be very visible. It is a good practice to
keep a log of events, including people taking actions and performing
various tasks. This will be further used in the post-mortem phase to as-
sess the plans, and change them, including assigning different resources
to the plan.

Post-mortem (What Has Been Learned) Phase
After an incident is resolved, make sure that the causing event is re-
viewed. All participants of the event should meet and discuss what they
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have learned from the experience. Some changes to the contingency
plans might be required to provide a better response in the future. This
can involve changing a particular solution, staff assigned to the plan, in-
terfaces, among others.

The post-mortem phase, executed properly, will ensure that the com-
pany has the best solution in place — and one that evolves over time to
remain fresh. Contingency plans are living documents. They change with
changes in organizations. Most companies have regular updates sched-
uled for every three to six months. This could be done as a review meet-
ing or an audit. The business units using these plans are in a good
position to maintain their own documents.

GONCLUSION

This article provided an overview to a contingency methodology. Orga-
nizations can modify the basic framework to customize it to their specific
needs. Creating an effective plan does not have to be time-consuming or
expensive. It requires an approach that is well developed and thorough.
An effective contingency plan should be an integral part of an organiza-
tion. The value of the plan will be appreciated when an unexpected
event happens. In that case, the company will be prepared to act in a
logical manner rather than panic and lose control.

Elena Pastekova is a senior consultant with Twenty First Century Consulting, Etobicoke, Ontario, Canada. She has
worked as a manager or business analyst on various projects throughout the whole development life cycle. She
has spent the last three years working on QA testing and contingency planning.
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