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INTRODUGTION

The nonliturgical investigation is one that is not foreseen to be taken to
trial or involve litigation. However, one should always conduct an inves-
tigation as if one were going to trial, just in case one has to. Thus one
will have all the evidence needed to prosecute the case already in struc-
ture, which will make the case easier to litigate if necessary without extra
backtracking and rework.

One of the first things to consider: is there a need to isolate equipment
or files? If yes, one must move quickly on this to preserve any possible
evidence. What is preserved and found on the equipment, most likely a
PC, will be the basis of the forensic examination.

ISOLATION OF EQUIPMENT
Should you need to isolate or quarantine equipment as a part of your in-
vestigation, you need to take a few steps to (1) ensure the protection of
the equipment, (2) isolate and protect data from tampering, and (3) se-
cure the investigation scene. First, you need to ensure that you have the
authority to take the equipment. If you are taking any equipment, you
should first get authorization from

management. If you take working PAYOFF IDEA
equipment, they will need to make This article reviews such topics as the isolation of
arrangements to replace it while you equipment, isolation of files, tracking of Web sites

duct . tigati visited, tracking of log-on duration and times,
conduct your mnvestigation. tracking ofillicit software installation and use, and

how to correlate the evidence one finds.
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The first thing to do is ensure that the PC you are about to take as part
of your investigation is the correct unit, the one actually used in the ille-
gal activity, used by the employee under investigation. This can be done
by checking the asset records, or the records that are kept in some cor-
porations by the operations department. If you need to take an employ-
ee’s PC, you need to have a witness and have the employee sign a form
stating that you took the PC; record the serial number, make, and model,
when you took it, and the reason. If you do not have such forms, ensure
that you do record what action was taken, obtain the employee’s signa-
ture, and secure the suspect equipment.

If you have to take an employee’s PC, you must move quickly to en-
sure that the evidence is preserved intact and not tainted, altered, or even
destroyed.

Once you have the PC in your possession, you need to preserve the
“chain of evidence.” You preserve the chain of evidence by making sure
that neither you nor anyone else is left alone with the equipment. You
should always record your actions with the equipment. A good way to
record all the actions and whereabouts with equipment or any other
piece of evidence under investigation is to keep a log. This log should
show (1) who has access to the equipment, (2) who retains control over
the log, and (3) where the log is stored. Additionally, you should record
the when (dates and times), where, and why of your every action, so that
every minute you have the equipment or data in your possession is ac-
countable. Even if you put this PC in a locked cabinet or secured area,
this needs to be recorded in the log.

One of the first things you should do with the PC is “ghost it.” This
means that you should back up everything on the PC. This way, you can
ensure that you will not lose the data when you conduct your investiga-
tion. This also preserves the original data that might be disturbed during
the investigation.

It is very important for the backup of any data under investigation that
the programs used to perform this backup be independent and have in-
tegrity. That is, the programs should not be under the influence or con-
trol of any person or other program or system that is outside the
investigation team. The integrity of the data and equipment needs to be
ensured by the use of programs that will not alter the original data in any
way, either intentionally or accidentally.

There are a number of programs used to perform such backups that
are independent and have integrity. One such program is SafeBack, and
it is freeware that is available on the Web.

Isolation of Files

Not all the data needed for an investigation will reside on a user’s PC.
Therefore, you need to gain access to the same files and directories that
the user has access to. The first thing to do is to disable the user’s ID. First,
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ensure that the administrator verifies what action (or actions) will occur to
the user’s profile and accounts if the user’'s ID were to be disabled. Only
after verifying that no data will be lost, altered, or destroyed by disabling
the ID, should the administrator proceed to disable the user’s ID.

You need to have someone with security or administration authority
disable the users’ ID. Operations personnel or a systems/data security of-
fice can do this. The easiest way to disable the user’s ID is to change the
password; but this is not the most efficient, as the user could regain ac-
cess if he or she were to guess the new password. Ensure that the admin-
istrator disables the ID but does not delete it. In some security setups,
deleting a user ID will cause data and files to be deleted as well. Because
this is not what you want to happen, disable only the ID.

Once the ID is disabled, the next and most important step is to copy
all the files to which the user had access. This provides a backup for your
investigation, as the data cannot be quarantined. The confiscated data,
however, cannot be used by the business for as long as you need to con-
duct your investigation.

Operations or security personnel should have paper files with access
requests, and they can run a report that shows what the user had access
to on the system. Make sure the list or report they give you contains the
group access and public access files for the user. You need to investigate
all of the places a user could have copied or hidden data. For the inves-
tigation, you might be able to ignore those files with read-only access,
but it is always best to be sure and get it all.

Now that you know what the user had access to, request that opera-
tions personnel copy the files into a secure location that only you and
your team have access to. Copy the file structure as well — all directories
and sub-directories. Make two copies of the data: one as a backup and
one for you to use in the investigation. This is similar to taking a picture
of the crime scene before you start moving things around.

Now that you have a copy of the data to use, the following sections
in this article provide various examples of potential investigative areas,
and demonstrate how you can use the data collected as part of your
investigation.

Tracking of Web Sites Visited

If your investigation requires that you track what Web sites have been
visited by an employee, you need to begin by reviewing the following
items

Cookies

Bookmarks

History buffer

Cache

e Temporary Internet files
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Here we briefly define each of these items, where to find them, how
to capture the findings, and how to evaluate what you have found.

COOKIES

Cookies are messages given to a Web browser by a Web server. The
browser stores the message in a text file called cookie.txt. The message
is then sent back to the server each time the browser requests a page
from the server.

The main purposes of cookies are to identify users and possibly pre-
pare customized Web pages for them. When you enter a Web site that
uses cookies, you may be asked to fill out a form providing such infor-
mation as your name and interests. This information is packaged into a
cookie file and sent to your Web browser, which stores it for later use.
The next time you go to the same Web site, your browser will send the
cookie to the Web server. The server can use this information to present
you with custom Web pages. Thus, for example, instead of seeing just a
generic welcome page, you might see a welcome page with your name
on it.

The name cookie evolved from UNIX objects called magic cookies.
These are tokens that are attached to a user’s ID or program and change
depending on the areas entered by the user’s ID or program. Cookies are
also sometimes called persistent cookies because they typically stay in the
browser for long periods of time.

You will find cookies on the PC’s hard drive, usually the C: drive, un-
der the Windows directory. Cookies is a sub-directory under the Win-
dows directory. The best way to access the Cookies sub-directory and
subsequent files stored there is via MS Windows Explorer (see Exhibit 1).

When you open this directory using Windows Explorer, you will find
a listing of the Cookies for those Web sites that you have visited. If there
are no files under this directory, they have been deleted. If there are files
under this directory, you can view the dates and times they were last ac-
cessed. You will also see the ID that was used to access these sites on
this PC.

Cookies can be deleted in several ways. One way is manually. The
user can access the cookies folder and delete all information from the
folder. If the deletion was done manually, one place to look for cookies
is in the Recycle Bin. There is a Disk Cleanup program that comes with
Windows 98 and higher that deletes the information in the following
folders: Cookies, Temporary Internet, Downloadable Program Files, Re-
cycle Bin, Old ScanDisk Files, and Temporary Files. See Exhibit 2 for a
look at the Disk Cleanup program. The Disk Cleanup program does not
leave any place to look for deleted files. There are also Cookie Manager
programs that will automatically delete old or expired cookies from your
cookie folders. These programs allow users to set their own expiration
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EXHIBIT 1 — Cookies Sub-Directory File Contents
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EXHIBIT 2 — Disk Cleanup Program from Windows 98
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and archive dates. For example, the user can set the Cookie Manager to
delete or archive all cookies more than five days old. Some of these man-
ager programs put the deleted cookies into the Recycle Bin and some put
them in a temporary archive folder. To find these archive folders, you
would have to research the program and find the archive files.

For your investigation, you need to determine where each cookie
takes you. Cookies can be named many things (see Exhibit 1); so by ex-
ploring and recording where each cookie takes you, you can determine
what the user had been doing on the Web sites where the cookies came
from. Note the date and time of each cookie; this is when they were cre-
ated or accessed by the user for the first time for this site. However, some
cookies are generated without a user having to actually access a particu-
lar site. These “magic cookies,” which are generated without a user hav-
ing to actually access a particular site, are often marketing gimmicks or
ploys to get the user to go to their Web site. To determine where a user
actually visited, you need to compare the cookies files to the history files.
History files are described later in this article.
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BOOKMARKS

A bookmark is a marker or address that identifies a document or a spe-
cific place in a document. Bookmarks are Internet shortcuts that users
can save on the Web browser. Thus, users do not have to remember or
write down the URL or location of Web sites they might like to revisit in
the future. Nearly all Web browsers support a bookmarking feature that
lets users save the address (URL) of a Web page so that they can easily
revisit the page at a later time.

There are two places bookmarks or favorites are stored. One is in the
Web browser under Favorites (see Exhibit 3). Another is on the C:, or
hard, drive under the Windows folder, in the sub-folder called Favorites
(see Exhibit 4).

The bookmarks or favorites are stored under the users’ desired names.
However, by clicking on these, you can visit each Web site the user has
marked. Because bookmark names can be changed by the user, by sure
to examine each one carefully. Be sure that you do not casually skip over
a seemingly “tame” bookmark name simply because it does not look like
it would be pointing to an unauthorized Web site (e.g., PrettyFlow-
ers@Home). There is no real way to hide a bookmark, but users can bury
a bookmark in a folder they create in the bookmark area. So be sure to
open the folders you see in the bookmarks listing.

There is an added advantage to seeing the favorites listing from the us-
er’s C: drive view. You can see the dates and times when the bookmarks
were created or modified. However, this does not provide you with a list-
ing of times when the sites were actually visited, or how frequently.

HISTORY BUFFER

A buffer is a temporary storage area, usually in RAM. The purpose of
most buffers is to act as a holding area, enabling the CPU to manipulate
data before transferring it to a device (e.g., a printer, external device,
etc.).

Because the processes of reading and writing data to a disk are rela-
tively slow, many programs keep track of data changes in a buffer and
then copy the buffer to a disk. For example, word processors employ a
buffer to keep track of changes to files. Then when you save the file, the
word processor updates the disk file with the contents of the buffer. This
is much more efficient than accessing the file on the disk each time you
make a change to the file.

Note that because your changes are initially stored in a buffer, not on
the disk, all changes will be lost if the computer fails during an editing
session. For this reason, it is a good idea to save your file periodically.
Most word processors automatically save files at regular intervals.

On the other hand, a history buffer is a storage area on the Web
browser of URL sites. What the history buffer shows you, from the Web
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EXHIBIT 3 — Favorites from Web Browser (Explorer)

ATET Business Inberned Services - Home Page - Microsodt nfermed Explorer = [=]=]

| B Bk vew Faveies Tl B | = |

= .+ D mﬁ|;ﬁ'ﬁz"‘—g w , (=
Sop Reiesh  Home Edt

| Bk fioaars Serch | Faeosiss Hisloey Ml Print Discuss
B304 o s 3 om >
a5 orgerize... % ATeT ATET Business Internet Services m
= - [T p—p——
3:Tx:mur:umpl - Wocomn Cerer | aghiormi
oo Ameerica, o
&1 0T Hirtek Pagn
_‘Im Wilmi
. CAEIRES b
._I Search rgnes ca NT: Glokal Roaming
£] Area Code Listng, by Hursber e achvifienisiad o
2] ooy EHTERTRIHERT ) vista:
{I'ﬁ-ndaﬁﬂm WEATHER & HOWS | alta"
My Dot REFERLHCE | | this:
: worps] 8 —
] st St — @ pl | 1
] shoo! Waps ol Drivirg Drsclions i —
&) oz TRANEL | " & B, » = -
&) Yahoo! Vel Pages stascw g JLES
& irvaster Horme - BSH Moy el @ Chinage Tibuss
= ASSISTAMT ; Lin E
] Cigdnl Maricsiplace Projct Algenan genaial in French bofturs cage |
£] et Explorer Uipcste Remindsr BEC ]
] A Vi sk Ot asicats el ek ears] end i ireddle- rome Slstes
A T Finuncial Tims
] Hoadtund = . ’ . )
) Msigbrsend Facrding Ex-Senalor Kesey Says Raid He Led in 89 Killed
= Loliang
#__]-‘?ugslrammmn:ﬂ Hewe Vo Tinas  1ag DA 837
] A ol HERBLIS 7 Hagdag 20T
&] Disappearing Ino. Ensd Senl moreover oeo
b Fokder
8] e Dorardond hafructions: Ioudin Bouge Souncirack Fealues Top Adtisls
T onl 203 (levsiream) Sae ol iy st
= W cultng-adge silists and composers ae working Wi
] Meristhsier by Purcazebro filmenzker Baz Luhrmann to craata what is sxpacted
] FHpz--oven purchasepro net-sachan. . to be one of the year's hoties! soundiracks, far p AirE
LIS T L‘ Cmrimmd L D oiboss manale mmisscnabias alaloion blaliac Plaes = — :I
i3] T

w“ﬂ;’g‘]@m |jmmmmlﬁmwm |[£1a78T Busineas ntern. | [@-praview and Eharen 5. |.‘M@E 1250 PM




EXHIBIT 4 — Bookmarks from Hard Drive View
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EXHIBIT 5 — History Buffer from Web Browser
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Browser’s point of view, is what URLs or sites have been visited by day
and what screens have been opened under each URL (see Exhibit 5).

To get to the history buffer, go to the Web browser. On the tool bar
there is an icon or button called History (see Exhibit 5).

The history buffer can be cleared out by the user by simply highlight-
ing and deleting the items in the list. The deleted contents from this list
are not stored anywhere else in the browser, but they still exist in the
hard drive history buffer.

The view of the history buffer from the hard drive point-of-view is a
little different (see Exhibit 6). This view is found via the path Windows,
History. Here you see the days of the week that the user actually accessed
the Web. By opening one of the days of the week sub-folders, you can
see the actual listings of the URLs visited by the user, and the time and
dates the sites were last visited. By combining each day’s lists, you can
derive a pattern of visitation (and browser utilization) to each Web site.

Such information may document/prove that an employee (or at least
the individual who sat at the particular PC under review) was accessing
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EXHIBIT 6 — History Buffer from Hard Drive View
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the Web: (1) in violation of company policy; (2) during working hours in-
stead of only during predetermined allowable times (i.e., lunch breaks);
(3) on weekends or during other off-schedule, non-normal times when
employees or other personnel should not be in the building/office; or (4)
visiting unapproved or unauthorized sites.

CACHE

Cache can be either a reserved section of main memory or an indepen-
dent high-speed storage device. Two types of caching are commonly
used in personal computers: memory caching and disk caching. A mem-
ory cache, sometimes called a cache store or RAM cache, is a portion of
memory made of high-speed static RAM (SRAM) instead of the slower
and cheaper dynamic RAM (DRAM) used for main memory. Memory
caching is effective because most programs access the same data or in-
structions over and over. By keeping as much of this information as pos-
sible in SRAM, the computer avoids accessing the slower DRAM.

Some memory caches are built into the architecture of microproces-
sors. The Intel 80486 microprocessor, for example, contains an 8K mem-
ory cache, and the Pentium has a 16K cache. Such internal caches are
often called Level 1 (L1) caches. Most modern PCs also come with exter-
nal cache memory, called Level 2 (L2) caches. These caches sit between
the CPU and the DRAM. Like L1 caches, L2 caches are composed of
SRAM but are much larger.

Disk caching works under the same principle as memory caching; but
instead of using high-speed SRAM, a disk cache uses conventional main
memory. The most recently accessed data from the disk (as well as adja-
cent sectors) is stored in a memory buffer. When a program needs to ac-
cess data from the disk, it first checks the disk cache to see if the data is
there. Disk caching can dramatically improve the performance of appli-
cations because accessing a byte of data in RAM can be thousands of
times faster than accessing the same byte on a hard disk.

When data is found in the cache, it is called a cache hit, and the effec-
tiveness of a cache is judged by its hit rate. Many cache systems use a
technique known as smart caching, in which the system can recognize
certain types of frequently used data.

How is cache important to computer forensics? You can get the last set
of instructions or data that was saved in the cache. This might be evidence
you need to collect in your investigation. Unfortunately, capturing the
cache information is tricky and can only be done with special programs.

TEMPORARY INTERNET FILES

Temporary Internet Files are those files that are “image captures” of each
screen/site that you visit when you access the Internet or an intranet (see
Exhibit 7). Temporary Internet Files is a sub-folder under the Windows
folder on the C: drive or hard drive of the PC.

Auerbach Publications
© 2002 CRC Press LLC



EXHIBIT 7 — Temporary Internet Files
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The advantage of looking at the Temporary Internet Files over any
other files is that this shows you the address of the site, and when it was
last modified, last accessed, and last checked. This can be very useful
when gathering evidence of too much Internet access, or inappropriate
Internet access. These can also be useful in proving a pattern of logon
and duration times.

TRACKING OF LOGON DURATION AND TIMES

If you need to review logon duration and times for a given user, you
should contact the organization’s network operations group (or similarly
named/empowered department). This group can provide reports on any
given IP address, user ID, and the times that the TP address and ID was
logged into the network. Some of these reports can actually tell what ad-
dresses the user accessed and when. The most basic report should be
able to tell when the ID was logged into the system and when it logged
off. With some of the current system architecture, the reports track and
log all user activity down to the keystroke. However, this detailed logging
does pull down the performance of the servers, so the logging is not al-
ways done to this level of detail. You must ask your network operations
personnel what type of reporting and subsequent information is available.

Ask for the entire detail report and see what they record; do not just
ask for the basics; you might save time and effort if you ask for every-
thing up front. What you ask for should include not only the activity but
also the server monitor reports that pertain to the user, traffic monitoring,
and site click-through reports. You want any report that exists that might
show what a given user was doing at any moment. You might be sur-
prised just how much information is available and how eager the opera-
tions staff personnel are to use their expertise.

Some of the evidence you can gather to help determine logon and du-
ration times can be derived from the Temporary Internet Files and Recent
Documents list. These files can help establish and support patterns of
use. Although a smart user might clean up these files frequently using the
disk cleanup utilities that Windows provides, it is always good to check
to see what information is available. The cleanup utilities are in the Start
Menu, Programs, Accessories, Disk Cleanup. This utility erases the Inter-
net files, temporary files, and most cookies. See prior sections of this ar-
ticle on how to find and access Temporary Files.

RECENT DOCUMENTS LIST

The recent documents list can show you the latest documents that a user
has accessed. There are two ways to see this list of documents, but only
one shows you when the items on the list were accessed. First, you can
see the documents from the Start menu, under the Documents “tab”/se-
lection. You can click on any one of the documents listed and the docu-
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EXHIBIT 8 — Recent Document List from Start Menu
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ment is brought up on the screen (see Exhibit 8). You can also access the
same list, via the Recent sub-folder under the Windows folder (see
Exhibit 9). This view will give you the name of the document and when
each was last modified. Windows 95 does not have this directory; only
Windows 98 and more recent copies of Windows have a Recent directory.

TRACKING OF ILLICIT SOFTWARE INSTALLATION AND USE

If you are investigating a user who may be loading illegal, illicit, or non-
work-related software on his or her PC, there are a number of places to
check within the PC in question to prove or disprove these unauthorized
(and maybe even illegal) actions. Some of these key places include the
System Registry, System Information, and by simply viewing the hard
drive’s contents.
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Before you begin this part of an investigation, you must first get a list-
ing of all approved software that can reside on a given PC. This list most
probably contains things such as Word, Excel, Microsoft Office, and other
work-related software. There should be a master list (i.e., database) of
what software resides on every PC that Operations maintains. However,
with some site license agreements most of the software might be on a
checklist, which Operations personnel use to set up new PCs. Not all
these software programs might be on every PC.

The company policies and procedures should have an outline of the
software that is not permitted to be loaded on a company-owned PC. The
most recognizable programs that are usually not work related are games.
When looking for these types of programs, look carefully at the names of
the files; users often change the names to avoid detection. To double-
check the programs’ legitimacy, actually launch all . Exe files to ensure that
you get accurate information about what is actually behind the file’s name
and residing on the PC. Remember: this procedure should be carried out
on the mirror-imaged, working copy data, and not on the original PC —
both to avoid corrupting seized data as well as disrupting networked ser-
vices or other legitimate data that may reside on the PC in question.

As you are checking the software list, you should also note all the se-
rial numbers and registration numbers of all software that resides on the
PC. These numbers should be compared to the software licenses held by
the company to ensure that the loaded software is both legal and autho-
rized. For example, a user might have MS Access on his or her PC, but
the company might not have authorized or actually loaded this on that
user’s PC. The user might have obtained certain software packages in
some manner, however, not complying with company procedures and
thus it has been illegally installed on the PC. This is the most common
type of illegally installed software on company equipment today. This is
most risky to a company because software license infringement can be
expensive to a company if it is discovered and not corrected.

Okay, how do you actually begin to search for this evidence? First,
you need your lists of what can be on any given PC and what is regis-
tered to be on the specific PC you are investigating. You are also looking
for a list of all information that pertains to the PC under review; specifi-
cally, information such as verification of assignment of the PC to a spe-
cific employee and, if available, all software licensed for the given PC.
You should then check and compare the information on these lists
against the master list maintained by Operations.

Next, you need to list all the programs that currently reside on the PC.
There are several ways to accomplish this. One method is to use the Sys-
tem Registry files; we refer to this as the System Review. Another method
is to review all files via the PC directories (i.e., Explorer); we refer to this
as the Manual Review. Both methods are discussed briefly in the follow-
ing paragraphs.
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THE SYSTEM REVIEW
The system review can be conducted using some automated methods.
One of these methods is to use the System Registry files. There are sev-
eral System Registrys. We discuss the two primary Microsoft registry files.
One is a list of all software loaded on the PC; the other is a more com-
prehensive list of what is loaded, when it was loaded, and how it is con-
figured. Both can be used to verify that illegal or non-work-related
software or hardware was loaded onto a given PC.

The more simple list of what has been loaded can be viewed by ac-

cessing the path from the Control Panel, to the Add/Remove Programs
icon (see Exhibit 10).

EXHIBIT 10 — Add/Remove Programs Software Listing
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A more comprehensive list of software and hardware that have been
loaded onto a PC can be obtained via the Microsoft System Information
panels. The following path can access these: Start, Programs, Accesso-
ries, System Tools, System Information (see Exhibit 11). This screen
shows the basic system information of the PC being investigated. The
most useful information about a PC can be found under the Components
directory. This is where you will find some history — when things were
loaded and last modified (see Exhibit 12).

There are three levels of information shown on this screen: Basic, Ad-
vanced, and History. All three can provide needed information in an in-
vestigation, depending on what you are looking to prove.

The Components/System/Basic Information can help determine if ille-
gal or non-work-related software was loaded onto a PC (see Exhibit 12).
To determine if there is illegal software or non-work-related software on
the PC using this list, first you need a list of all legal software that should
be on the machine, along with any serial or license numbers for the soft-
ware. This list should be available from the Operations department that
distributes and fixes the PCs. Next, take this list and verify what software
is on the machine; be sure to check the serial numbers. The Compo-
nents/System/Basic Information list tells you what software is on the ma-
chine and when it was loaded. But the serial numbers will be in the
“about” information or start-up screen for the software. If the software is
not work related, it will not be on your list from the Operations depart-
ment. You must check company policies about loading non-work-related
software on company PCs.

Another view to see if software has been loaded onto the PC from the
Web is available via Windows Explorer, in the Windows Directory under
the Download Program sub-folder (see Exhibit 13).

The Components/System/History information can show when a com-
ponent (piece of hardware or firmware) was loaded and when it was last
modified (see Exhibit 14). However, many components are modified
when the user reboots or turns on the computer. The “red herring” items
to look for in this history would be things that were not issued with the
computer and the user added himself. These might include graphics
cards, emulators, or sound cards. The Component/History files are not
much different in the information that they provide (see Exhibit 14).

Exhibit 15 shows what has been updated in the last seven days. The
Complete History file shows when items were loaded or when they were
modified since last being loaded.

THE MANUAL REVIEW
One of the reasons for conducting the Manual Review as well as the Sys-
tem Review is to ensure you have covered all of the bases. What the
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EXHIBIT 11 — System Information Base Screen
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EXHIBIT 12 — System Information/Components/System/Basic Information
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EXHIBIT 13 — Downloaded Programs Viewed from Windows Explorer
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EXHIBIT 14 — System Information/Components/System/History
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EXHIBIT 15 — System Information/Component/History/Last Seven Days
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Manual Review will tell you, that the System Review will not, is what ac-
tual applications reside on the PC.

The first step in the manual review is to locate all executable pro-
grams/applications on the PC. To do this on the PC, start Explorer — not
the Web Browser Internet Explorer, but the Microsoft Explorer. Once
there, from the top menu select Tools, Find, Files and Folders. This gives
you a pop-up box where you can identify what you want to search for.
In this case, we use a wild card query to find all files ending with .Exe,
or all executable files. Set the “Look in” field to the drive you are inves-
tigating; this is usually the C: drive. Select option to look at all of the C:
drive. See Exhibit 16 for an example of the results of this search.

This can be quite an extensive list. However, you should check each
of these references to ensure they do belong to authorized programs.
Most unauthorized programs are put under the Programs directory, but
do not assume anything; check them all. You can check them by actually
launching them. You can do this by clicking on the file from the Find
screen. However, to record your findings, it might be best to print this
screen and manually check off each item on the list as you verify it.

A quick review of the items in the list might narrow your investiga-
tion. If you see icons on the far left that represent something suspicious,
you might investigate these first. Suspicious items might include game or
playing card icons. See Exhibit 17 for an example of an excerpt of the
full list.

Exhibit 17 shows an item on the list with a Playing Card icon — see
the freeplus item? This is actually a game, and for most companies and
systems may be a violation and should not be installed on the PC.

Another thing to watch out for on your listing of files are Hidden files
(see discussion below). You need to check the system standards and set-
tings to determine if the file manager allows you to see these or not be-
fore assuming your file list is complete.

HIDDEN FILES

A hidden file is a file with a special hidden attribute turned on so that the
file is not normally visible to users. For example, hidden files are not list-
ed when you execute the DOS DIR command. However, most file man-
agement utilities allow you to view hidden files.

DOS hides some files, such as MSDOS.SYS and I0.SYS, so that you
cannot accidentally corrupt them. You can also turn on the hidden at-
tribute for any normal file, thereby making it invisible to casual snoopers.
On a Macintosh, you can hide files with the ResEdit utility.

Why are hidden files important to your investigation? If you do not
have the settings on the Folder Options set to allow you to view hidden
files, you might miss evidence. To review the settings on the PC you are
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EXHIBIT 16 — Find Files Named: *.exe
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EXHIBIT 17 — Find Files Named: *exe Excerpt of List

hlame I In Folcier I Size I Type
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ﬂfreeplus [:l C-\Program Filestfreeplus 121 Application
Wy Imzstart 3 c'Program FiestomenaiTools 19HB Application
alowatch CI C-\Program FiesYomegalTools 2KB  Application

investigating to ensure that you see hidden files, you need to launch Ex-
plorer. From the top menu within Explorer, select View, Folder Options,
and the View Tab on the pop-up box (see Exhibit 18).

If the radio buttons are marked so that the hidden files are not to be
shown, you will not see all the files. You should reset these so that you
can see the hidden files and ensure that you have a complete list.

EXHIBIT 18 — Folder Options to See Hidden Files
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HOW TO CORRELATE THE EVIDENGE

Now that you have captured the file evidence and the data, you can
graph an access pattern or list the illegal software and when it was load-
ed. Next, you need to check the access and download dates and times
against the timesheets, surveillance, and other witness accounts to ensure
that the suspect under investigation actually had the opportunity to en-
gage in unauthorized acts using the PC in question.

In other words, you need to ensure that the employee under investi-
gation actually had access to the equipment on the dates and times listed
in the evidence. For example, if the employee had a desktop PC and did
not come to work on the date that illegal software was downloaded on
his PC, then you might need to look for other supporting evidence (e.g.,
access logs indicating potential access from an external/remote location).
Be advised that the investigator must obtain solid evidence that the em-
ployee under investigation actually had an opportunity and was actually
using the PC at the time that the unauthorized action took place. Failing
to link the employee to the PC and to corroborate and substantiate the
evidence, in an irrefutable manner, will result in an inability to hold the
employee accountable for his or her actions and further to prosecute the
employee via the existing legal system.

When reviewing the evidence you have gathered, you need to follow
and show the facts — and only the facts. If you have to make leaps in
your logic to get from point A to point B, then you do not have enough
evidence to substantiate a claim.

Also, you need to ensure that you can adequately explain how the
employee under review was able to commit the offense, illegal act, un-
authorized action, etc., and also be able to present evidence/proof of
how it was done. This proof should be simple to follow so that there is
no doubt that the offense was committed. Someone’s career, in addition
to their legal freedoms, could be on the line as a result of your findings,
as well as the organization’s liability (for a wrongful or unsubstantiated
accusation). Thus, you want to be sure.

Notes

1. Webopedia, www.webopedia.com, Computer Terms and Definitions Web Site.

2. Tinnirello, P., Ed. Handbook of Systems Development 1999, Auerbach Publications, Boca Raton, FL,
1999.

Carol Stucki is working as a technical producer for PurchasePro.com, a rapidly growing dot.com company that
is an application service provider specializing in Internet-based procurement. Carol's past experience includes
working with GTE, Perot Systems, and Arthur Andersen as a programmer, system analyst, project manager, and
auditor.
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