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DEVELOPMENT AND IMPLEMENTATION PROCESSES
AN IT ARCHITECTURE FOR 
NIMBLE ORGANIZATIONS: 
MANAGING ACCESS FROM 
CYBERSPACE

Raju Kocharekar

In today’s world of “co-opetition” among organizations, where one organization competes and 
cooperates simultaneously with business partners, all organizations must have IT architectures 
that are nimble and flexible. This article takes a look at one important aspect in achieving a 
flexible IT architecture: access management of information resources over the Web. It 
describes an access management architecture that can change as business does and recom-
mends how best to implement this nimble architecture.

HE CONCEPT OF A VIRTUAL ORGANIZA-
tion is not new.1 As part of the business 
process reengineering effort, organiza-
tions had to think about their core com-

petencies, and many outsourced those that did 
not add high value to the business. New busi-
ness relationships emerged among suppliers, 
partners, and consumers. Reduced trade barri-
ers across nations helped these organizational 
relationships become global, especially in 
manufacturing. Ever since, all forms of busi-
ness relationships have been existent in all ar-
eas of corporate activities, from product 
design to operations to sales and client sup-
port. The virtual organization that exists today 
blurs the organization boundary, as it tries to 
be flexible and nimble to adapt to changing 
business and technology environments. This 
trend now continues with the second wave of 
global outsourcing in services.

As more business is conducted in cyber-
space, how organizations provide access to in-
formation technology assets will be a key 
competency. However good the organization’s 
IT assets are, they are of low value if the access 
mechanisms are broken. Organizations can 

lose business opportunities if the access 
mechansim provides too little access to the as-
sets. On the reverse side, overly broad access 
poses all kinds of risks, ranging from legal chal-
lenges to loss of competitive edge.

Access management to a virtual organiza-
tion’s information assets therefore requires a 
comprehensive architectural approach. This ar-
ticle articulates the current issues in access 
management for virtual organizations and the 
emerging architecture for addressing those is-
sues. This architecture is pragmatic in recogniz-
ing current limitations in deployable technology 
but remains consistent with the future anticipat-
ed evolution, both in technology supply and 
business demands. The viewpoint articulated in 
this article is therefore primarily applicable for IS 
management and practitioners.

ISSUES WITH THE ACCESS 
MANAGEMENT
Undoubtedly, information technology has been 
one of the major drivers behind the virtual or-
ganization.2 It is ironic, however, that current 
IT architecture has not yet caught up with
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organizational changes. It still heavily relies on 
security protection at the network layer in 
managing access to the organization’s IT re-
sources. It assumes that what is inside the net-
work-level firewall is tightly protected and 
managed. It also assumes that internal employ-
ees always access the organization’s informa-
tion assets from inside the firewall. In reality, 
both are rapidly becoming false assumptions.

The scope of intranets has expanded global-
ly through remote access, third-party Internet 
service providers, and other means, and now 
reaches the homes and other places where em-
ployees travel. Wireless access to an organiza-
tion’s network poses security issues of its 
own.3 On the flip side, employees, business 
partners, and consumers are demanding access 
to organizational information from anywhere 
in the cyber and physical space.

As the need to provide access to organiza-
tion information to a wider audience has 
grown, organizations hosted servers in a “de-
militarized zone” (DMZ), outside the organiza-
tion’s intranet, where they copied sections of 
their applications, including back-end data 
sources. This created large administrative and 
resource overhead to maintain duplicate sets of 
information. As demand grew to provide direct 
transactional access to the business partners as 
well as employees in cyberspace, organizations 
set up virtual private networks (VPNs) to pro-
vide network-level authentication and encryp-
tion and bring network traffic directly inside 
the firewall.4 These scenarios are depicted in 
Figure 1. This mechanism again relied on net-
work-level access control. Users have to share 
the encryption keys and have access only from 

the VPN endpoints. This solution is not scalable 
to support thousands of users, due to high ad-
ministrative overheads. The solution provides 
no identification of the user accessing the VPN, 
and this is assumed to be done outside the net-
work layer access control.

Organizations are now building portals5

that access back-end systems and databases to 
aggregate and syndicate information and tailor 
it to users’ roles and preferences. Front-end 
portal code sometimes has relied on special ac-
counts when accessing back-end applications. 
This was because single sign-on (SSO) mecha-
nisms were not available. Fortunately, products 
that offer SSO with session management are 
now plentiful. This, however, also requires iden-
tity and access provisioning management across 
multiple applications. Access management for a 
rapidly growing population of users to an in-
creasing number of organizational IS assets 
needs central, externalized authorization that 
was traditionally implemented directly in appli-
cations.

Finally, portal application programs them-
selves must be authenticated and have access 
to communicate with back-end applications 
and data sources.

A NEW ARCHITECTURE
Increasing business pressures to provide seam-
less information access and the inadequacies in 
the existing model have forced the use of a dif-
ferent approach for architecting access. This 
new model turns the organization’s informa-
tion access architecture upside down. It no 
longer first focuses on lower network-level ac-
cess control. Instead, it focuses on users access-
ing the information first. This architecture’s 
design considers users’ need to access informa-
tion and the level of security required. The ar-
chitecture covers user identity and access 
provisioning management, authentication, and 
authorization management, starting from user 
definitions down to applications, servers, and 
networks.6

As one moves further down the network 
stack, the number of entities (i.e., the users and 
resources and their access relationships) ex-
plodes beyond a manageable level. This 
architecture therefore tries to reduce the num-
ber of identities and access relationships to 
manage at an acceptable level.

User Segregation
The new model segregates users requiring ac-
cess to the organizational information into four 

FIGURE 1 Current Information Access Architecture
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different categories. These user categories map 
closer to the different types of users in a virtual 
organization model: Business-to-employee 
(B2E), business-to-business (B2B), business-to-
consumer (B2C), and anonymous users.

B2E Users. These are the traditional staff 
and contractors working for an organization. As 
the bulk of an organization’s information sys-
tems have been centered on access to these us-
ers for years, there is an ample number of 
existing policies and procedures for all aspects 
of this type of access management (i.e., the 
identity management, access provisioning, au-
thentication, and authorizations of these us-
ers). These policies and procedures provide a 
baseline for extending the same to other types 
of users.

B2B Users. Organizations have various 
forms of relationships with other organiza-
tions, as suppliers, joint venture partners, or 
downstream value-add customers. As an organi-
zation takes its business relationships into cy-
berspace, individuals affiliated with partner 
organizations require online access to an orga-
nization’s information. Today, prenegotiated of-
fline agreements on policies and procedures 
are necessary between two organizations. Part-
ner organizations and agreement attributes 
must be registered in an organization’s enter-
prise directory. As part of these agreements, li-
aison or contact persons from the partner 
organizations are identified in managing other 
user accounts within those organizations. Their 
responsibilities include taking necessary ac-
tions or notifying the partner about changes in 
employee status that affect access controls. 
B2B user access management requires the use 
of products and procedures to manage work-
flow and delegated administration capabilities.

Also keep in mind that one organization’s 
users require access to partners’ information 
systems. An organization is obligated to cooper-
ate in the management of user access to part-
ner organizations’ information assets. The 
organization must therefore record and keep 
track of the information access provided by 
partner organizations. As responsibilities or 
employment status changes, identity manage-
ment systems must transmit information about 
these changes to partner organizations. Failing 
to do this could jeopardize business relations 
with the partner and expose an organization to 
legal challenges if any security breaches occur.

B2C Users. These are the users with whom 
an organization does business directly as indi-
viduals. They do not need any organization af-
filiation for this purpose. An obvious example is 
a consumer buying products over the Web, but 
the same applies for other cases such as job 
seekers or new suppliers submitting bids for E-
procurement tendering. Procedures and poli-
cies to manage these users’ access are certainly 
less burdensome than the previous two catego-
ries. Also, self-service registration processes are 
well established and off-the-shelf products ex-
ist that have embedded best practices.

Anonymous Users. This is the simplest 
form when dealing with access management. 
But even access by these users requires a mini-
mum level of policies and procedures. With the 
deluge of available information, users access-
ing a site can get frustrated if they do not find 
the information for which they are looking. A 
prevalent technique is to track user access dur-
ing a visit or multiple visits, and then enhance 
their experience by personalizing the informa-
tion presented to them. At a minimum, an orga-
nization needs privacy policies for this level of 
access.7 Also, an organization should want 
anonymous users to be aware of copyright and 
other regulations of the information a site pro-
vides.

Segregating users into these categories 
helps in building broad definitions and imple-
mentation of policies and procedures in identi-
ty and access management, within each user 
type. But it also requires procedures when us-
ers migrate from one category to the other. In 
such cases, the task is to preserve user identity 
and relevant profile information (personaliza-
tion, etc.) while ensuring that the access con-
trols match the new status.

Users with Access Grant Privileges
Almost orthogonal to the user segregation pre-
viously discussed is another special class of us-
ers worth mentioning. General users just have 
access to resources. Special users have privileg-
es to grant access to resources to other users. 
In today’s environment, these are typically B2E 
users, but that will not be the case for long. Al-
so, systems and resource administrators some-
times act as proxy to business or application 
managers, when they grant access to other us-
ers. Access provisioning products with delegat-
ed administration will soon obviate the need 
for the proxy approach.
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Because of the nature of access rights as 
well as their high affinity for IT resources and 
the users they target, the management of these 
access rights is complex and requires substan-
tial investments in access provisioning policies 
and procedures. For example, what are the 
procedures when a user who has granted ac-
cess rights to other users leaves an organiza-
tion? Should all the rights given by this 
employee be reviewed and revalidated?

A NEW IT ARCHITECTURE
Once user segregation and the corresponding 
identity management processes are analyzed, 
an architecture for user access to an organiza-
tion’s IT assets can be designed. As mentioned, 
many access management products now offer 
SSO capability across multiple front-end and 
back-end applications and products. This facili-
tates straight-through processing with transac-
tion integrity and fully auditable user interaction 
across multiple systems. It also substantially im-
proves the user experience. SSO pushes to-
ward a centralized infrastructure for user 
identity and access management across differ-
ent applications. User account and access pro-
visioning systems are also available; they can 
update user access rights across multiple sys-
tems with transactional integrity. They provide 
workflow and delegated administration capa-
bilities that are critical for access provisioning. 
Finally, they themselves require and have to 
rely on base-level authentication and authoriza-
tion services provided in access management 
products.

Justification for central authentication and 
account administration infrastructure is rela-
tively simple. The difficult part is to compre-
hend and design the authorization model. 
Currently, the authorization process is buried 
deep in applications, because all the informa-
tion needed to establish authorization is only 
available just prior to resource access. This ap-
proach is costly to maintain when authoriza-
tion rules are changed. It raises concerns for 
auditors, especially when once validated, au-
thorization modules are subsequently changed. 
Finally, it also makes access provisioning diffi-
cult to implement because it has to interface 
with many different applications.

Today, the right balance between central 
and application-level authorization models is 
specific to each organization’s IT asset portfo-
lio. Three different factors that dictate this bal-
ance are:

1. User attributes management
2. Information resource attributes manage-

ment
3. Authorization policy management

User Attributes Management. Because 
authorization rules make use of user attributes, 
it is critical to determine how they are main-
tained and made available for rules processing. 
For example, user attributes, such as job grade, 
are maintained centrally by the Human Re-
sources (HR) department. They would be main-
tained in HR databases and made available 
through a central enterprise user directory. 
Other attributes such as the reporting relation-
ship may be left to line management to admin-
ister within local units. These attributes may be 
made available through virtual user directory 
products that process rules. The virtual directo-
ry product dynamically accesses departmental 
directories, where attribute information is 
stored. Both types of attributes can be used for 
authorization in different applications that 
span multiple business units. On the other 
hand, some user attributes are managed and 
used in a local departmental application do-
main, such as department collaborative appli-
cations. There is little cost justification for 
managing these attributes centrally.

Infor mation Resource At tr ibutes  
Management. Just like user attributes, au-
thorization rules make use of information re-
source attributes. For example, resource 
attributes such as the product category are 
maintained centrally and then made available 
through the central enterprise resource direc-
tory. Other attributes can be managed locally, 
but made available through a virtual resource 
repository.

Authorization Policy Management.   Either 
user or resource attributes can be made avail-
able through central physical or virtual reposi-
tories for policy evaluation. However, rules or 
policies that utilize attributes may be specific 
and within applications themselves, or they 
could be managed external to the applications. 
One big advantage of using a central infrastruc-
ture for authorization is the use of a common 
authorization rules engine. It is easier to man-
age authorization rules by just reconfiguring 
the rules rather than modifying application 
code. The rules engines also allow for quick val-
idation and audit functions.

If authorization policies are devised and ad-
ministered at the organizational level, central 
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policy evaluation makes sense. For example, 
procurement or staff travel policies and func-
tions can be centrally managed. Many times, 
the entire process and function are implement-
ed in one monolithic ERP system, including its 
own authorization policy evaluation engine. In 
such cases, an organization must rely on the ven-
dor to provide appropriate policy management 
and subsequent technology enhancements. In 
other cases, authorization policies can be decen-
tralized to business units. In such cases, it could 
either be provided through central policy man-
agement infrastructure with decentralized policy 
administration features, or it could be provided 
through virtual policy processing. In the latter 
case, a virtual policy evaluation engine dynami-
cally aggregates rules evaluation results from de-
centralized policy evaluation engines.

Figure 2 presents a matrix form that must 
be completed for each combination of user and 
information resource attributes and authoriza-
tion management policy. The individual cells in-
dicate if an activity (e.g., update of an attribute 
or its use in determining access) for that at-
tribute is central across an organization or local 
to individual business units or applications. The 
decision on where and how authorization 
should be done depends on the completed ma-
trix. At one extreme, if user and information re-
source attributes and authorization policies are 
all managed centrally, the obvious choice is to 
have a central infrastructure. On the other ex-
treme, if user and information resource at-
tributes and authorization policies are 
confined to local units, the cost justification for 
a central infrastructure does not exist. All other 
scenarios fall in between, with central physical 
or virtual attribute repositories and a central or 
virtual policy engine.

A central authorization model works best 
when job roles are well-defined. The Roles-
Based Access Control (RBAC) Model assigns 

roles to users, thus reducing maintenance costs 
for managing authorization.8 However, at the 
organizational level, role definitions are neither 
easy to configure to begin with, nor are they 
easy to maintain. In many cases, roles are de-
fined but only for specific business applica-
tions. ERP systems now stipulate roles that can 
be assigned to users. These roles, however, may 
not necessarily map directly to broader organi-
zational-level jobs and roles.

One successful approach to manage the 
balance between central and local authoriza-
tion is to perform broad-level authorization 
centrally, while granular authorization is done 
within an application. This approach, however, 
is only useful if the broad authorization check 
first done centrally is not repeated at the appli-
cation level. Applications provide incremental 
authorization evaluation beyond the broad au-
thorization granted centrally.

Security across the Application and 
Network Stack
Only after user-level identity and information 
access management are fully designed at the 
top level can attention be paid to security 
across the application and network stack. Nor-
mally, user requests for access to an informa-
tion resource are always interpreted and 
processed through one or more applications. 
For example, as previously discussed, front-end 
portals aggregate information from various 
back-end applications and data sources, and 
process it before presenting final results to the 
user. Although the user identity information is 
passed through one application to another in 
an SSO environment, there must be a level of 
trust among program objects that communi-
cate with each other when processing a re-
quest. Program objects must have identity and 
access management just like end users.

Identity management and authentication of 
program objects is currently rarely implement-
ed when two program objects are communicat-
ing with one another within an intranet. That 
is, network-level protection is entrusted with 
these tasks, as is the case with determining 
user types. Although the same mechanisms im-
plemented for user identity and access manage-
ment could also be utilized for program 
objects, there are differences. Typically, the 
identities of program objects are currently sup-
ported by code signing and other certificate-
based approaches. Many organizations have 
had limited success in using certificate-based 
end-user identities. However, they are suitable 

FIGURE 2 Access Management Matrix
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for programs and other resource objects where 
certificate administration is less costly.9 Even 
so, identity management and authentication 
continues to be a challenge for programs and 
other non-user entities.

The number of identities and access rights 
to be managed could potentially explode if any 
user and any program is directly communicat-
ing with another. In this new architecture, all 
user access to the organizational information 
resources is provided only through the reverse 
proxy level, irrespective of the type of user or 
where he or she is located on the network. The 
new model now relies on access based on user 
identity rather than network-level attributes. 
This eliminates the user dependence on physi-
cal or network location. There is no need for 
VPN or intranet access for B2E or B2B users. 
Access can be directly associated with such 
real-world user attributes as user identity, 
group membership, and organization affilia-
tion.

Restricting resource access only through re-
verse proxy substantially reduces the number 
of identities and access relationships that must 
be managed. Reverse proxy acts as proxy for all 
of an organization’s information resource enti-
ties, including program objects. Users can then 
be assured that a resource is authentic by vali-
dating the identity of the reverse proxy. On the 
other side, only the proxy server communi-
cates with the downstream organization’s ap-
plications.

This scenario is depicted in Figure 3. Down-
stream applications and servers could be hard-
ened for security by closing all other network 
ports and access to these applications and serv-
ers. In addition to managing communications 

with the proxy servers, access must be man-
aged when application servers such as portal 
servers communicate with other application 
servers as well as back-end database servers. 
Today, we must manually analyze and map 
these access relationships. The only workable 
approach is to reduce the number of access re-
lationships to a manageable level, as tighter se-
curity is built around more critical resources 
such as corporate databases.

What happens when a program object in 
another organization, instead of a user, is seek-
ing access to one organization’s resources? 
Technically, even user access is through a 
browser. An industry-standard Web services 
protocol10 is now supported in many off-the-
shelf enterprise resource planning (ERP) and 
supply-chain management (SCM) products. 
IBM and Microsoft have also proposed a Web 
services security model.11 In such cases, if a 
partner has a front-end proxy interface that di-
rectly communicates with an organization’s re-
verse proxy, it would be easy just to 
authenticate the partner proxy for all access re-
quests that are channeled through the partner’s 
program objects. That is, organization proxy 
servers act as authentic sources for all organiza-
tion information flows to and from the organi-
zation IT assets. This scenario is depicted in 
Figure 4.

Finally, this new model is not immune to 
the virus and other intrusion attacks. Sophisti-
cated intrusion detection and management 
systems12 with advanced firewalls are still need-
ed, as well as routers that can analyze the net-
work packets deeper in the application levels 
to detect and block intrusion.

IMPLEMENTING THE ARCHITECTURE
Any architecture, however promising it may 
appear on paper, will remain just on paper if 
there is no good project implementation strat-
egy that also addresses organizational con-
straints.

Before putting together a project plan, busi-
ness and IT organization structures must be re-
viewed. A decentralized IT organization makes 
it more difficult to implement any organization-
al security architecture. One way to address 
this issue is to build and offer security infra-
structure service to other IT units within an or-
ganization.

It is very important to formulate identity 
management policies early during a project. It is 
difficult to get agreement on policies before gain-
ing some experience with implementation. 

FIGURE 3 New Information Access Architecture

B2E User

Organization's
Information
Resource

Reverse
Proxy Server

Inner
Firewall

Outer
Firewall

Organization's Network
Internet

B2B User

B2C User

SSL Access
27I N F O R M A T I O N  S Y S T E M S  M A N A G E M E N T

S P R I N G  2 0 0 4



28

DEVELOPMENT AND IMPLEMENTATION PROCESSES
However, getting this consensus early during 
the project anchors the implementation plan, 
achieves wider communication, and quickly 
gains legitimacy for the project. The trick is to 
design policies in a way so that they remain 
flexible during implementation.

Because of regulatory responsibilities, the 
growing sophistication and frequency of cyber-
attacks, and an increasing reliance on IT for 
conducting business at all levels, security is a 
high-priority project issue.13 However, justify-
ing funding for security remains a challenge be-
cause security cannot be justified purely on the 
basis of return on investment (ROI). Security 
straddles infrastructure and application aspects 
of a project. If funding approval authority lies 
with individual business sponsors, it is more 
difficult to articulate an IT security architecture 
from an infrastructure investment point of 
view, where emphasis is more on such busi-
ness-related issues as streamlining access provi-
sioning for internal and external users. On the 
other hand, if security is part of the infrastruc-
ture budget, security funding may be sacrificed 
to cover such infrastructure costs as multiple 
user directory administration. The source of 
funding influences top-down implementation 
more than a bottom-up approach.

The IT architecture discussed in this article 
is very broad and has significant consequences 
on overall IT resources and configuration. It is 
unrealistic to accomplish this architecture in 
one step or even in one project. Implementa-
tion of the architecture should be segmented 
into multiple manageable steps or projects, and 
management should review each step after its 
completion and make adjustments as needed 
to mitigate risks. As mentioned, SSO authenti-

cation and account administration are relative-
ly easy to handle and should be implemented 
first to gain knowledge about this architecture. 
Such difficult issues as authorization manage-
ment and decentralized access administration 
should be tackled in later phases. Communica-
tion and change management during the imple-
mentation project are also vital to project 
success.

THE FUTURE OF ACCESS MANAGEMENT
Technology and products continue to evolve in 
the relatively new cyber-security and access 
management space. Future products will prob-
ably evolve to assist in the administration of or-
ganizational access agreements as well as B2B 
user affiliations among partner organizations. 
There is no priority to register B2B users in an 
organization directory; instead, federated iden-
tity and other new security information ex-
change open protocols would be used.

Because of this growing interdependence 
between identity and access management, 
there will probably be products that encom-
pass both areas of functionality. Also, these 
products will likely manage identity and access 
of not just end users but also of such other non-
user entities as programs or other computing 
equipment, including servers. Future products 
will take a holistic management approach.

If upcoming products use open standards 
available to exchange and manage security, or-
ganizations will not be tied to a vendor. Securi-
ty Assertion Markup Language (SAML)14 is the 
standard for sharing authentication and SSO 
across organizations, and eXtensible Access 
Control Markup Language (XACML)15 is the 
standard for sharing authorization credentials. 

FIGURE 4 Program-to-Program Access Architecture
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Service Provisioning Markup Language (SPML) 
is the standard for communicating access pro-
visioning information.16 With standard interfac-
es, identities and their attributes as well as 
security policies could be shared among prod-
ucts from different vendors.17 As identity and 
access management technologies rapidly ma-
ture and become available as products, costs 
for access management shift downward.

Different modes of sourcing services are 
now possible across the globe, as has been the 
case for manufacturing for years. In today’s 
world of “co-opetition” among organizations,18

where an organization competes and cooper-
ates simultaneously with business partners, or-
ganizations must become more nimble and 
flexible.19 Virtual organizational structures 
would require integration to happen in real-
time across different organizations to provide 
just-in-time access. Therefore, demands on in-
formation access management will shift up-
ward. IT architectures for access management 
will continue to evolve in response to these 
trends.

CONCLUSION
This article described a new approach in de-
signing an organization’s IT architecture for in-
formation resource access management. This 
approach starts with a focus on the business us-
ers, the organization’s critical information re-
sources and then on the technology.

This step-by-step approach begins with the 
segregation of users accessing an organiza-
tion’s information resources. Next, user identi-
ties need to be managed and authenticated for 
information access; then all attributes of the or-
ganization’s information resource base are ana-
lyzed from management and usage perspectives. 
Once user and information resource manage-
ment is understood, authorization policies are 
designed on the basis of user and information 
resource attributes.

The level of investment needed in manag-
ing access is an economic decision. The goal of 
an organization is to provide the right informa-
tion to the right person at the right time and in 
the right place. Any implementation is an ap-
proximation toward this goal. For example, the 
right user is determined by the user’s member-
ship to a group or role that could be narrowed 
to one person or could cover an entire organi-
zation. As an organization tries to get closer to 
this goal, costs start to increase and at some 
point begin to outweigh the benefits.

The combination of how user, information 
resource, and authorization policies are man-
aged dictates an access architecture. In partic-
ular, it tells how much of an access architecture 
should be provided centrally, outside the other 
business logic in various software programs. 
The more widely used the user and information 
resource attributes and authorization policies 
are, the better it is to provide centrally man-
aged access management.

After access management is designed at the 
business entities level, the computing and com-
munication technologies lower in the network 
stack, which support access to information, are 
examined. Just like user and information re-
sources, access to and by these technological 
entities must be controlled. An approach that 
segments user groups from the most critical in-
formation resources reduces the possible num-
ber of access combinations to a manageable 
level. This approach therefore provides securi-
ty in the most optimal way.

Issues in implementing the architecture 
range from ensuring a proper match with orga-
nizational structure to implementing specific 
access management components first to re-
duce risk. This architecture design approach 
and implementation is a solid instructional 
template that IT managers can readily use in all 
aspects of the organization’s access manage-
ment initiatives, from a strategic to an opera-
tional perspective. ▲
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