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RISK MANAGEMENT 
SYSTEMS: UNDERSTANDING 
THE NEED

Robert Levine

A combination of regulatory and commercial pressures is driving organizations to spend more 
than ever on technology to manage risks. This article explains this trend and what such tech-
nology can do, and provides guidelines for meeting the challenges of a risk technology imple-
mentation.

PENDING ON RISK MANAGEMENT TECH-
nology is significant and on the rise. The 
TowerGroup estimates that the total out-
lays on this technology will exceed $40 

billion in the next couple of years. Clearly, one 
of the main drivers of this spending is the 
evolving regulatory requirement for more ad-
vanced systems to better manage risks — espe-
cially the 2002 Sarbanes–Oxley Act and the 
modified Basle Capital Accord coming into ef-
fect in 2006.

However, the drive to implement such 
technology crosses industry sectors and is not 
just a result of regulation. All institutions mak-
ing investment or trading decisions face pres-
sures to better control credit and market risks 
by increasing data and systems integrity, and by 
performing more accurate calculations of risks 
and exposures. Yet even for those institutions 
in which credit and market risks are relatively 
straightforward, operational risks abound. The 
latter include the risks of IT system downtime, 
data security incidents affecting business oper-
ations, the chances of employee fraud, etc. Op-
erational risk exposure has been a key element 
in recent business and news headlines dealing 
with corporate scandals and the threat of busi-
ness disruption from terrorism or war.

This article discusses the various drivers for 
risk management solutions, outlines the tech-
nology issues that need to be considered in se-
lecting a solution, and presents many of the 

considerations and challenges that should be 
factored into a plan to implement such a solu-
tion.

Definitions
Risk management is a collection of processes, 
people, and systems aligned for the purpose of 
measuring, managing, monitoring, and control-
ling risk exposures. We begin by defining some 
key risk terms:

Risk. In general, the likelihood of a negative 
outcome. In financial terms, the quantifiable 
likelihood of a loss or investment return being 
lower than expected.

Exposure. The amount of outstanding trades 
or transactions an organization has, usually stat-
ed in terms of a specific product type, counter-
party, industry, or other grouping. Exposures 
can be stated in nominal terms (i.e., trade 
amounts) or risk-adjusted terms (trade amounts 
after applying risk adjustments).

Excess/Violation. Occurs when a limit or 
other risk restriction is breached. This can be 
caused by changes in market factors or is due 
to risk limits being intentionally ignored.

Operational Risk. The risk of negative con-
sequences (including but not limited to finan-
cial losses) resulting from inadequate or failed 
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internal processes, unauthorized or criminal 
activities (internal or external), business inter-
ruption, information system or security failure, 
human resource issues, or from external 
events. Operational risk does not include loss-
es resulting from strategic, market or credit ac-
tivities. Because it is embedded in processes, 
people, and systems, it is unlike market or cred-
it risks, which are more transaction oriented.

Many operational risks are industry specif-
ic. Thus, a bank faces different operational risks 
in handling money than a healthcare organiza-
tion that handles patient care. Finally, whereas 
market and credit risk systems often have good 
sources of data, operational risk is harder to 
quantify.

Regulatory/Compliance Risk. The risk 
that an organization is not in compliance with 
applicable law or regulation. As with operation-
al risk, this risk category is industry specific.

Human Resource Risks. In general, these 
deal with any risks that result from willful mis-
handling of an organization’s policies or 
procedures — and can include interpersonal 
conflict, such as harassment or discrimination 
resulting in lawsuit, or other policy violations.

Market Risk. Losses in market value of a 
portfolio due to changes in financial asset pric-
es such as interest rates, foreign exchange 
rates, inflation rates and other economic fac-
tors, equity prices, and commodity prices.

Value at Risk (VaR). VaR is a measure of 
the loss in market value of a position/portfolio 
that is expected over a given holding period for 
a given statistical confidence interval.

VaR does not present a full picture of the 
market risk of a portfolio because it does not 
consider potential losses in extreme cases. 
Therefore, it is required to perform event risk 
calculations as well. Event risk is the risk of an 
adverse price change outside the confidence 
interval chosen for VaR calculation. Event risk 
is an evaluation of a portfolio against stress sce-
narios for one or more factors that determine 
the value of the portfolio.

Credit Risk. Exposure to loss relating to a 
change in the credit worthiness of a counter-
party that may impact the counterparty’s abili-
ty to fulfill its obligations under a contractual 
agreement. Changes in credit worthiness can 
be due to changes in the counterparty’s credit 
rating or a default.

Credit risk is normally broken into the fol-
lowing subcategories:

❚❚ Settlement risk: exists during the period 
from trade execution to trade settlement.

❚❚ Pre-settlement risk: risk that a counterparty 
does not fulfill all its obligations under a con-
tract, such as an interest rate swap, prior to 
actual settlement.

❚❚ Issuer risk: arises when one holds debt or 
equity securities, and is the risk that an issuer 
of a security will have some difficulties that 
will cause the value of the investment to 
decline.

❚❚ Country risk: arises from all the political, 
economic, and social uncertainties in a coun-
try that may cause borrowers, counterpar-
ties, or governmental authorities in that 
country to not honor their external credit 
obligation.

Integrated Risk Management. In gener-
al, the management of multiple risk categories 
in a unified fashion, with recognition that cer-
tain risks create or exacerbate other risks, and 
in other cases certain risks are simply correlat-
ed with each other.

OVERVIEW OF REGULATORY AND 
INTERNAL CONTROL DRIVERS
The most significant regulatory driver for an 
enterprise-class risk system is the Basle II Capi-
tal Accord. The new Capital Accord (known as 
Basle II), from the Basle Committee on Banking 
Supervision of the Bank for International Settle-
ments (BIS), introduces new, more sophisticat-
ed requirements for credit and operational risk 
management from the earlier Capital Accord. 
The market risk requirements from the prior 
Accord are still in place and are largely un-
changed. This regulation affects banks in more 
than 100 countries.

The objectives of Basle II can be summa-
rized as follows:

❚❚ Provide a risk management and supervisory 
framework that enhances risk sensitivity, 
competitiveness, and works with current 
market practices.

❚❚ Make financial institutions improve their risk 
management procedures.

❚❚ Align economic and regulatory capital. Capi-
tal is meant as a second line of defense to sys-
tems and controls.

❚❚ Increase the robustness and safety of the 
financial system, ensuring that there is as 
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much, if not more, capital operating within it 
as a buffer for unexpected losses.

The Accord sets out three methods of vary-
ing sophistication for determining regulatory 
risk capital. This article does not describe these 
in great detail; instead, the reader is urged to 
consult the actual Accord, which is found at 
http://www.bis.org/publ/bcbsca.htm. It is im-
portant for a risk technology solution to sup-
port compliance with any of these methods.

Following recent corporate financial scan-
dals, the U.S. Congress passed the Sarbanes-Ox-
ley Act of 2002, which applies to all public 
companies in the United States. This act impos-
es new and strict guidelines around corporate 
governance and imposes heavy fines and even 
imprisonment for senior executives of firms 
not in compliance. In addition to introducing 
new requirements for executives to sign off on 
the financial statements of their companies, 
the act requires sound internal controls, includ-
ing a robust risk management capability.

From an internal control perspective, audi-
tors will likely require you to implement good 
practices for risk management, policies, and or-
ganizations (discussed later). Many of these 
practices can be found in Basle II. First, risk 
policy and control processes should reflect the 
actual risk and complexity of your organiza-
tion. These processes should include all risks, 
products, geographies, etc. You must also show 
a documented, clear, and logical method for 
measuring and reporting risk for each of your 
product types. Finally, your risk practices and 
technology should support validation by the 
auditors or regulators; risk processing and data-
flows should be transparent, accessible, and 
well-documented.

OVERVIEW OF COMMERCIAL DRIVERS
Any firm — not just a bank — engaging in fi-
nance or investment activities will have a need 
for fast access to credit and market risk infor-
mation. That includes, for example, a manufac-
turing firm that uses letter of credit financing 
and foreign exchange trading, an energy firm 
that trades energy or commodity derivatives, or 
an automobile company that finances leases 
and purchases of its cars. This is especially the 
case in “stress” situations, where sudden and 
significant market, credit, or operational events 
could materially increase the risk of default for 
one or more counterparties.

Further, identification of the true unified 
risk picture across organizational and system 
boundaries has a bottom-line impact. If a risk 

manager can have an updated view of expo-
sure to a certain counterparty, counterparty 
grouping, industry sector, product type, coun-
try, etc., then better investment and portfolio 
optimization decisions can be made. Also, the 
risk manager needs to understand which oper-
ational risks could arise or worsen as a result of 
new commercial ventures, mergers, acquisi-
tions, etc.

Better use of modern risk measurement 
methodologies and technology can give your 
organization the ability to do more business un-
der existing risk limits, if those limits were 
computed based upon a conservative estima-
tion of risk. They also facilitate the ability to 
make better business decisions based upon a 
single picture of risk, and the ability to do deals 
quicker with a quicker risk limit check.

These drivers raise important requirements 
for data integrity and accuracy. By deploying an 
enterprise risk system integrated with the ap-
propriate front office, middle office, and back 
office systems, you can reduce the risk of er-
rors because manual data input, data rekeying, 
and data transformation are avoided.

OVERVIEW OF TECHNOLOGY 
REQUIREMENTS
Flexible Architecture, Data Model,  
Risk Measurement Capability
The first and most important technology re-
quirement is flexibility. You may need the sys-
tem to support enterprisewide product and 
risk coverage across various geographies — 
and handle tomorrow’s business, products, 
and risk indicators. Each of the traditional risk 
management cycle areas, including risk identi-
fication, prioritization, analysis, communica-
tion, and alleviation, should be supportable. 
The system must recognize both market-stan-
dard and proprietary pricing and risk models. 
The latter type of models can be computation-
ally difficult because they can involve large 
amounts of data and intensive computation. 
The challenge with the former is converting 
qualitative operational risk into quantitative 
terms, which is necessary to calculate capital at 
risk and indeed to manage this risk.

An open, Internet standards-based data ar-
chitecture (which means things such as XML 
support for translating content between sys-
tems) is essential. This should facilitate interfac-
es from various feeder systems that may be 
running on a host of legacy and open operating 
systems and network protocols; it should also 
support messaging middleware that makes this 
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interface integration easier to build and main-
tain over time. The system must also support 
multiple branches and currencies.

Flexibility means a system design that can be 
easily modified to handle new regulatory re-
quirements, new risk measurement techniques, 
and advanced risk management processes such 
as risk workflows. Such workflows could in-
clude the new product approval process, cred-
it application process, approval handling and 
notification, negotiation of documentation and 
risk mitigation, limit assignments, risk monitor-
ing, requests for one-time approval of transac-
tions, and routing of excesses and violations to 
the appropriate risk officer for follow-up. For 
operational risk, such a workflow normally in-
volves risk identification, risk assessment (im-
pact and probability of the risk actualizing), 
and risk mitigation. An operational risk process 
known as control self-assessment uses the ex-
pertise of line staff and managers to assess their 
own operational risks. With this approach, indi-
vidual departments test control procedures 
against an established template on a regular ba-
sis, and also following certain predefined risk 
events. They then rate their own level of com-
pliance, develop action plans to address gaps, 
and monitor progress. Next, auditors test the 
validity of the self-assessment to ensure accuracy. 
Finally, key performance indicators act as a man-
agement control by quantifying and tracking the 
organization’s risk-management performance.

The system should adapt easily to growth 
or reduction in product scope or volume due 
to business expansion, divestiture, mergers, or 
acquisitions. That means the data handling and 
storage capabilities in particular, but also the 
processing and analytics and computational ca-
pabilities.

It is important that the risk system support 
your specific organizational and industry re-
quirements. The latter can be quite dynamic, 
considering the impact of new regulations and 
legislation, new standards, and the ever-chang-
ing commercial and competitive landscape.

Data Handling
When planning a data model, keep in mind that 
an enterprise risk management system typically 
requires five types of data that can be aggregated 
from multiple internal and external data sources.

Transaction Data. Information about each 
financial transaction or trade is vital for a thor-
ough assessment of risk using modern tech-
niques. Transaction data usually means the 

instrument type, nominal amounts, rate or 
pricing information, key transaction dates, and 
information about any underlying securities, or 
option-related data if relevant.

Valuation Information. This data is nor-
mally used by trading systems to price a deal 
and to calculate profit and loss. A credit/market 
risk system will also need this information for 
exposure calculations. Valuation information 
typically includes rates; price and price history; 
market-to-market and present value of fixed or 
floating cash flows for a swap; volatilities; cor-
relations; dividend rates; yield curves; etc.

Static Data. Static data is nontransaction-re-
lated data that normally does not change very 
frequently. This would include things such as 
customer or counterparty information, securi-
ties information, limit information, and other 
reference data. Creditworthiness data in-
cludes internal and external ratings, counter-
party relationships, credit correlations, default 
probabilities, loss history, etc. Risk mitigation 
data involves static data that references legal 
agreements used to reduce credit risk. These in-
clude collateral agreements, payment netting 
arrangements, credit guarantees, and similar 
such measures.

Static data quality is key to the success of an 
enterprise risk system. First, the organization 
needs a common reference point for customer 
or counterparty identification and hierarchies, 
or risk will be incorrectly computed, assigned, 
and aggregated. Limit data must also be well de-
signed and controlled, or improper assignment 
or sharing of limits will result. Other static data 
elements — particularly if they will affect risk 
calculations — must be accurate and updated.

Loss Data. This is information on actual in-
ternal losses suffered as a result of operational 
incidents, or credit or market events. Also, data 
on external losses must be collected and 
“sized” to be relevant for your organization to 
properly assess. For this scaling, it is common 
to use size drivers (for example, total assets, to-
tal staff size, etc.). Loss data typically includes 
the loss data and type, loss amount, loss recov-
ery amount (if any), and affected business line.

Operational Data. This is the information 
used to assess operational risks. Such informa-
tion can come from many sources, including 
human resources (turnover, absenteeism, per-
formance reviews, etc.); a legal function (litiga-
tion, fines and warnings, employee complaints, 
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etc.); security (fraud, incidents, etc.); auditor 
(audit results); finance (finance and accounting 
indicators); middle office (transaction indica-
tors); and line managers via self-assessments.

Real-Time Infrastructure and Support
Support for a global, real-time infrastructure is 
also important, especially for a trading-oriented 
environment. The only way to effectively man-
age intra-day credit or market risk is if these risk 
exposures are updated on a real-time basis. 
Support arrangements — not just for the credit 
and market risk system, but also for all of its 
interfaces — are essential.

While an operational risk system is not typ-
ically a real-time system, there are aspects of 
operational risk that must be managed on a 
real-time basis (such as information security). 
But the operational risk system itself will nor-
mally be fed the results of an information secu-
rity management system on a batch basis only.

Query and Reporting
The enterprise risk system must provide a ro-
bust ad-hoc inquiry and reporting capability in 
addition to a suite of standard reports. This 
means custom sorting, selection, and calcula-
tion for risk managers across various geograph-
ical or organizational lines, or for individuals 
with different reporting needs. These reports 
include not just excesses or violations of mar-
ket and credit limits, but also reports of deals 
and exposures; concentrations of risk by coun-
terparty, geography, industry, etc., status of op-
erational risk indicators; as well as risk 
exception reporting. The latter would include, 
for example, overdue credit reviews, credit 
files with missing information, counterparties 
with a significant history of excesses, trading in 
unapproved products or markets, rising opera-
tional risk indicators, etc. In addition to these 
internal reports, you may need to produce re-
ports for regulatory purposes (e.g., capital allo-
cation and charges, loss provisions, etc.).

Reporting increasingly means graphical as 
well as text and numeric output. For example, 
a risk manager may want a report of operation-
al risks in pie chart or histogram format, or of 
VaR limit excesses in bar chart format. Export 
capabilities to industry-standard spreadsheets 
and databases are key as well.

Anywhere Access
Many organizations will want to be able to ac-
cess risk information from anywhere. This 

implies support for a “thin desktop” architec-
ture, whereby end users do not need special 
software installations to use the credit system. 
For many organizations, the ideal scenario is 
that only a simple browser and network con-
nectivity are required.

Technical and Control Standards
The performance and reliability of the risk 
management solution are key. Because credit 
and market risk information will often be 
checked prior to making a fast-moving deal, 
that information cannot be delayed. The result 
could be a transaction at a less favorable market 
price, or a transaction that goes forward with-
out proper approvals, causing limit breaches.

Clearly, it is important that the risk solution 
chosen will support your organization’s tech-
nology standards. Security and privacy consti-
tute a standard technology requirement that 
bears special mention. An organization’s credit 
data is among its more sensitive internal infor-
mation. If trading counterparties found out 
what credit limits are actually placed around 
them (versus other counterparties), it could be 
potentially damaging to the business relation-
ship. Methods and policies for measuring and 
computing risk exposures could also be ex-
tremely proprietary. Likewise, operational risk 
data — particularly about control weaknesses — 
is extremely sensitive because it can be exploited 
for malicious purposes. Finally, privacy legisla-
tion may place an additional regulatory compli-
ance burden on the organization.

Application Service Provider (ASP) 
Environment
With an ASP solution you will likely want to 
contractually guarantee service levels as well as 
design in special security measures (such as en-
cryption) if your ASP connection passes over 
the Internet or other public networks. The ASP 
should be subject to audit to validate its level of 
controls. It is important to consider multi-site 
disaster recovery provisions from your ASP ven-
dor. Finally, you may want to investigate how 
difficult it would be to migrate from the ASP so-
lution to an in-house solution if business needs 
change.

RISK SYSTEM ARCHITECTURE
A risk technology architecture is generally 
composed of real-time messaging middleware, 
a database or data warehouse, a risk or analyt-
ics engine, workflow support, and a reporting 
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engine. Real-time updating of limits and expo-
sures is critical; further, many organizations are 
considering a real-time check of credit and mar-
ket risk information prior to the actual transac-
tion.

The risk system will allow users to check 
their risk limits and exposures, and perform in-
quiry and reporting on many selection, sorting, 
and consolidation criteria. Many advanced risk 
architectures allow dealers and traders to 
quickly query credit and VaR limits, and under-
stand the impact of a possible deal upon their 
overall credit exposure, before doing a deal and 
without leaving their familiar dealing interface.

The risk systems should support both es-
tablished risk measurement methodologies and 
more sophisticated techniques such as Monte 
Carlo exposure simulation, stress testing, sce-
nario analysis, risk decomposition analytics, 
and risk modeling capabilities.

Data handling is also a key factor in design-
ing a risk system. The solution must provide 
support not just for fast access to data for real-
time limit checking and exposure or limit up-
dates, but also must support the handling of 
historical data. For each type of data, you 
should understand how much history you need 
to maintain as well as its frequency (monthly, 
weekly, and daily).

The state-of-the-art for risk systems archi-
tecture is real-time, rules-based transaction rec-
onciliation between your risk system and your 
back- or front-office feeder systems. This will 
immediately flag any interface failures or map-
ping errors that can cause your risk exposures 
to be inaccurate. This will also ensure that your 
risk data reconciles correctly with your back-
office or finance data — which is helpful when 
complying with regulations such as Basle II.

IMPLEMENTATION CONSIDERATIONS 
AND CHALLENGES
Buy or Build
In making the buy-versus-build decision, it is 
critical to ask whether your organization is, in 
fact, so unique that it must build such a tool 
rather than buy and integrate one. Choosing 
the right path means first having a clear idea 
about your regulatory, commercial, and tech-
nology requirements. You should then perform 
a gap analysis between these requirements and 
the capabilities offered by commercially avail-
able packages.

Project Management and Planning
Whether you decide to buy or build, good 
project management and a well-thought-out de-
velopment and implementation methodology 
is key to successful implementation. The latter 
will need to include development and imple-
mentation standards, a written project plan 
with defined milestones, project status track-
ing mechanisms, clearly defined project deliv-
erables and acceptance criteria, and a project 
team empowered to deliver results.

Risk Policy
The rollout of an enterprise risk solution is an 
opportunity to clarify and strengthen risk poli-
cies, and to harmonize conflicting policies 
within your organization — but at any rate, you 
will need a risk policy on which to base system 
implementation and configuration decisions. 
Policy typically includes the following areas:

❚❚ How organizational “risk appetite” is deter-
mined and communicated

❚❚ Assignment of responsibilities for managing 
the various phases of the risk cycle

❚❚ How to measure risk for various product 
types, markets, clearing methods, etc.

❚❚ Which product types, market data sources, 
and operational processes are “approved,” 
and what the process is for new products, 
data sources, and operations

❚❚ How to assess risk, including a definition of 
“early warning” risk indicators that trigger 
follow-up action

❚❚ How to validate risk and pricing models
❚❚ How to control risk, for example, through 

limits, credit reviews, mandates for approved 
products or transactions, mitigation strate-
gies such as unwinding a trading position, 
etc.

❚❚ How customer and counterparty risk is mon-
itored on an ongoing basis

❚❚ How to detect breaches of risk policy
❚❚ How policy violations and operational inci-

dents are handled
❚❚ Credit application format and requirements
❚❚ How to assign risk ratings to customers and 

counterparties
❚❚ How to judge risk management effectiveness
❚❚ How to raise risk awareness in the organiza-

tion
❚❚ How special transactions are approved (or 

rejected)
❚❚ How and when risks are reported in the orga-

nization and externally (e.g., to regulators)
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Data Management
Data is another key ingredient in risk manage-
ment systems. Data mapping will be a key fac-
tor in the success of your credit risk system 
implementation. Project team members must 
include people with expert knowledge in risk 
and feeder systems data from internal and ex-
ternal sources, as well as members familiar 
with data modeling and mapping techniques.

Part of this expertise must include data 
warehouse management. Basle II, and good 
risk management practice, require the collec-
tion and archival of historical default probabili-
ty, expected or actual loss, and other risk 
information for use in better calculating and 
predicting future risk. This includes external 
loss data, for perspective on industry trends 
and events, as well as internal information. 
While external loss data may be easier to ob-
tain, without corresponding internal informa-
tion, the external data does not necessarily tell 
you whether the risk associated with the loss is 
applicable to your business. Exactly how much 
data you need to keep is an organizational deci-
sion, but best practices often tend toward 
keeping ten years or more of historical data. As 
with any data warehouse, the quality of the 
data is a key success factor; thus, it is critical 
that individuals with subject matter expertise 
in the data areas, as well as in statistical model-
ing, be part of the implementation and mainte-
nance efforts.

Data Quality
No matter how flexible the risk system may be, 
your feeder systems might not be as coopera-
tive. You will likely want your front-office trad-
ing systems to have the ability to display 
information from your risk systems (in real-
time, preferably) in order to inform the trader 
of their risk limits, and of the impact of a pro-
posed deal on outstanding risk exposures.

Data consistency and quality is a primary 
challenge, in light of the multiple trading, back-
office, and risk systems you are likely to sup-
port. In addition to worrying about data accu-
racy and timeliness, you also need to collect 
meaningful historical risk observation data for 
risk modeling. Because these models can be 
limited by their reliance on high-frequency, 
low-impact events, they require a significant 
number of data observations. Finally, recognize 

the need to make decisions regarding convert-

ing historical information from your legacy risk 

systems, which might include limit and expo-

sure history, trends in credit excesses, etc.

Organizational Factors
One challenge in implementing a successful 

risk management system occurs where there is 

a need for introducing openness into a closed 

corporate culture. Many employees are reluc-

tant to report risks because this would appear 

to expose their own (or their department’s) 

weaknesses. Also, consistent risk policies, risk 

treatment, and visible global limits will expose 

the activities of business units near and far to 

central risk monitoring. This could be per-

ceived as a loss of local office independence, 

and even a threat to local jobs as it becomes 

easier to manage risks centrally. These percep-

tions must be recognized during a systems im-

plementation.

System Limitations
Another challenge that is shared with all enter-

prise systems is that, despite vendor claims to 

the contrary, no one system can do all things. 

Can one risk system properly value and ac-

count for the risk of each transaction in which 

an organization takes part? It is likely that some 

transactions will still need to be manually re-

valued using expert local knowledge. Make 

sure you understand the limitations of the sys-

tem, and consider gaps in functionality and ex-

ception conditions in your project planning.

CONCLUSION
Considering that integrated risk management is 

a very new idea, it is not surprising that many 

risk management systems still do not present a 

unified view of the different types of risk dis-

cussed in this article. Evolution in this area will 

be one of the more exciting possibilities for 

risk managers. Even as this capability evolves, 

risk systems can satisfy commercial, technolog-

ical, and regulatory requirements when de-

ployed correctly.
This article aimed to present why such a 

system capability is needed, and to explain typ-

ical system requirements and architectures. It 

then presented an implementation approach as 

well as typical challenges. ▲

o matter 
how flexible 
the risk system 
may be, your 
feeder systems 
might not be 
as cooperative.
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