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Having weathered the storm of legislation, such as the Sar-
banes–Oxley Act of 2002, that broke in the wake of corporate 
wrongdoing, enterprises are beginning to rebound and get 
back to new (or maybe it is back to the old) “business as 
usual.” As they redirect their focus from compliance as a nec-
essary evil to compliance as a competitive advantage, and cap-
italize on the recovering economy, companies are also turning 
a spotlight on governance and controls over information tech-
nology.

This focus will only increase as IT continues to grow in 
importance to organizations, both through day-to-day opera-
tions and also as a competitive advantage. Although there are 
mixed economic signals following years of record declines, IT 
spending is expected to achieve five percent growth in 2004, 
to U.S. $916 billion, according to the IT Black Book published 
by the IDC. With IDC forecasts based on relatively conserva-
tive economic assumptions, Stephen Minton, IT spending ana-
lyst at IDC said, “If the recent announcement of surging 
economic growth in the U.S. is sustained, and the gradual 
improvement in international economies continues, we can 
look forward to a further uptick in IT spending expectations.”

Along with this economic improvement, IT professionals are 
facing even greater challenges to meet raised expectations to 
provide accurate, visible, and timely information, while ensur-
ing the protection, privacy, and security of their organiza-
tions’ information assets. Executives and stakeholders 
require IT to deliver business value, generate a return on 
investment, and move from efficiency and productivity gains 
toward value creation and business effectiveness.

Security remains a leading area of interest, with 88 percent 
of senior business executives rating it as a high priority for 
their company, according to a survey from the Council on 
Competitiveness. Security initiatives are becoming more 
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highly valued as a good investment, and 71 percent of those 
surveyed believe upgraded security will yield positive returns 
on investment due to increased business continuity and effi-
ciency. This was a dramatic increase from the previous year, 
when only 24 percent of respondents thought that security 
initiatives would create a positive return.

The prominent role of IT in creating business value has 
accelerated the establishment of the concept of IT governance 
as a high priority for boards of directors and executive man-
agement. In response, IT governance practices need to focus 
on ensuring that the expectations of IT are met and that IT 
risks are mitigated. An effective IT governance program will 
help organizations understand the issues and risks surround-
ing the strategic importance of IT, ensure that IT can sustain 
operations, and help enable companies to use IT for competi-
tive advantage.

INCREASED REGULATIONS AND CONTROLS
The financial misdeeds and resulting scandals that ravaged 
some major, high-profile organizations in recent years sent 
shockwaves that damaged investor confidence and spawned 
new legislation such as the Sarbanes–Oxley Act. Sar-
banes–Oxley focuses on enhancing corporate governance 
through measures that will augment internal checks and bal-
ances and, ultimately, strengthen corporate accountability. It 
clearly delineates the rules for accountability and supports a 
simple premise: good corporate governance and ethical busi-
ness practices are no longer optional — they are the law.

Sarbanes–Oxley makes executives of public companies 
explicitly responsible for establishing, evaluating, and moni-
toring the effectiveness of internal control over financial 
reporting and disclosure. IT will be crucial to achieving this 
objective and establishing the foundation for a sound internal 
control environment.

“With the future of capital markets — the very foundation 
of the economy — at stake, the need to link sound corporate 
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governance with effective control activities has never been  
greater,” said Christopher Fox, CA, PricewaterhouseCoopers  
LLP. “Forward-thinking companies and executives are seizing  
the opportunity and turning compliance into a competitive  
advantage. Companies that fail to act may pay a heavy price.”

Fox, along with Paul Zonneveld, CISA, CA, Deloitte, co-wrote  
“IT Control Objectives for Sarbanes–Oxley: The Importance of  
IT in the Design, Implementation and Sustainability of Inter-
nal Control over Disclosure and Financial Reporting,” pub-
lished by the IT Governance Institute, to provide guidance on  
IT and financial controls. It is available as a complimentary  
download at www.itgi.org.

The directives of Sarbanes–Oxley require that management  
annually provide:

■ A statement of its responsibility for establishing and maintain-
ing adequate internal controls and procedures for financial 
reporting

■ The conclusions about the effectiveness of the company’s inter-
nal controls and procedures for financial reporting based on 
management’s evaluation of those controls and procedures

■ A statement that the registered public accounting firm that pre-
pared or issued the company’s report relating to the financial 
statements included in the company’s annual report has 
attested to, and reported on, management’s evaluation of the 
company’s internal controls and procedures for financial 
reporting

“Given the significance of these directives, and the important 
role IT has in financial systems, many organizations have 
proactively enhanced the design, documentation, and consis-
tency of IT controls,” said Zonneveld. “The work required to 
meet Sarbanes–Oxley requirements should not solely be 
regarded as a compliance process, but also as an opportunity 
to establish strong governance models that help ensure 
accountability and responsiveness to business needs.”

SARBANES–OXLEY SECTIONS 302 AND 404
The concept of a completely risk-free business environment 
does not exist, and will never be fully attainable. There is good 
news, however. In addition to the short-term improvement in 
controls and disclosure, the process many organizations are 
following to comply with Sarbanes–Oxley will have positive 
and lasting benefits not only for the level of investor confi-
dence, but also for the company’s overall controls environ-
ment.

“The Sarbanes–Oxley legislation has created a greater need 
for businesses to have IT controls in place,” said Bill Levant, 
Deloitte partner and national leader for IT risk and control 
services. “Ensuring the reliability of financial data and main-
taining ethical compliance is now the law and achieving that 
requires that the appropriate controls be put in place so tech-
nology can enable compliance. In addition, the opportunity to 
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revisit existing controls may lead to greater operating effec-
tiveness and efficiency.”

Much of the attention, discussion, and work regarding Sar-
banes–Oxley focuses on Sections 302 and 404 of the Act.

Under Section 302, chief executive officers (CEOs) and chief 
financial officers (CFOs) of public companies must personally 
certify financial statements and the existence and effective 
operation of disclosure controls and procedures. Every quar-
terly filing to the U.S. Securities and Exchange Commission 
(SEC) must include certification from these two executives 
that they have performed an evaluation of the design and 
effectiveness of these controls. The executives providing the 
certifications must also state that they have disclosed to their 
audit committees and independent auditors any significant 
control deficiencies, material weaknesses, significant changes 
in controls, and acts of fraud. These controls and processes 
help ensure that all material information is disclosed by an 
organization to the SEC.

Section 404 covers internal controls over financial 
reporting — the processes in place that are designed to ensure 
the reliability of the financial reporting process and, ulti-
mately, the preparation of financial statements. This section 
mandates an annual evaluation of internal controls and proce-
dures for financial reporting. As with Section 302, the CEO 
and CFO must personally certify the evaluation. This section 
also requires the company’s external auditor to independently 
attest to management’s assertion on the effectiveness of inter-
nal controls, including IT controls, as they relate to financial 
reporting.

“For many companies the increased level of engagement 
between IT management and external auditors under Sar-
banes–Oxley will be a new challenge,” said Lynn Edelson, 
partner and U.S. leader for systems and process assurance at 
PricewaterhouseCoopers. “Senior IT management needs to 
start talking with the external auditors about IT controls, 
including documentation and testing, quarterly reviews of sig-
nificant changes in the IT environment, audit committee IT 
oversight and fraud controls.”

The Sarbanes–Oxley requirements also have a trickle-down 
effect regarding certification. Some CEOs and CFOs who are 
required to certify their organizations’ controls are, in turn, 
asking the leaders of their operating units to also certify that 
they have implemented appropriate controls, according to 
Computerworld.

The SEC’s rules for internal control compliance with Sar-
banes–Oxley are further clarified through these three objec-
tives:

1. Records are maintained in reasonable detail to accurately 
and fairly reflect the transactions and dispositions of the 
assets of the organization.

2. There is reasonable assurance that transactions are recorded 
as necessary to permit preparation of financial statements in 
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accordance with generally accepted accounting principles 
(GAAP), and that receipts and expenditures of the organiza-
tion are being made only in accordance with authorization of 
management and directors of the registrant.

3. There is reasonable assurance regarding prevention of unau-
thorized acquisition, use, or disposition of the organization’s 
assets that could have a material effect on the financial state-
ments.

CONTROL FRAMEWORKS: COSO FOR FINANCIAL 
REPORTING AND COBIT FOR IT GOVERNANCE
Sarbanes–Oxley has also had a strong impact on corporate 
governance and IT governance. Previously, internal control 
assertions were, for the most part, voluntary and based on 
varying guidelines. This has changed. The Act specifically 
mentions Internal Control — Integrated Framework from the 
Committee of Sponsoring Organizations of the Treadway Com-
mission (COSO) as an international control framework for 
financial reporting.

Internal control is defined by COSO as a process, effected by 
an entity’s board of directors, management, and other person-
nel, designed to provide reasonable assurance regarding the 
achievement of objectives in the following categories:

■ Effectiveness and efficiency of operations
■ Reliability of financial reporting
■ Compliance with applicable laws and regulations

Further, COSO offers the following key concepts:

■ Internal control is a process. It is a means to an end, not an end 
in itself.

■ Internal control is effected by people. It is not merely policy 
manuals and forms, but people at every level of an organiza-
tion.

■ Internal control can be expected to provide only reasonable 
assurance, not absolute assurance, to an entity’s management 
and board.

■ Internal control is geared to the achievement of objectives in 
one or more separate but overlapping categories.

Supporting the COSO framework are subsequent discussions 
of the Act by the Public Company Accounting Oversight Board 
(PCAOB), the nonprofit corporation created by the Sar-
banes–Oxley Act of 2002 to oversee the auditors of public 
companies in order to protect the interests of investors and 
further the public interest in the preparation of informative, 
fair, and independent audit reports.

When COSO was first issued, there were very few IT manage-
ment and control frameworks. To address this need, Control 
Objectives for Information and related Technology (COBIT), was devel-
oped and updated by the IT Governance Institute. Over years of 
implementation in thousands of organizations worldwide, and 
with the development of COBIT Management Guidelines, COBIT 
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has evolved into an established and globally recognized IT gov-
ernance and control framework.

COSO specifically discusses IT control requirements in some 
components, and in other components refers to them implic-
itly. According to COSO, IT management is required to state 
that the organization has implemented a compatible IT control 
framework, but there is no guidance on which framework to 
use. According to the IT Control Objectives for Sarbanes–Oxley
document written by Christopher Fox and Paul Zonneveld, 
COBIT is a rich and robust IT governance and control frame-
work for managing risk and control of information and 
related technology. In the same manner that COSO identifies 
five components of internal control that need to be imple-
mented to achieve financial reporting and disclosure objec-
tives, COBIT provides similar guidance for IT.

According to COBIT, to provide the information that an orga-
nization needs to achieve its objectives, IT resources must be 
managed by a set of four naturally grouped processes (see 
Table 1).

COBIT is an open standard, has been subject to scrutiny for 
several years, and is the most widely used IT control frame-
work in the world. It therefore clearly meets the SEC’s 
requirements that control frameworks be proven and tested in 
the public domain. It also provides the necessary information 
for management to provide reasonable assurance of the IT 
control structure and resulting information integrity for 
reporting purposes to comply with Section 404 of the Sar-
banes–Oxley Act.

IT GOVERNANCE AND BUSINESS STRATEGY
IT has become pervasive throughout the operations of nearly 
all organizations, whether they are manufacturers, not-for-
profits, consultants, governmental agencies, or other entities. 
Boards of directors are putting the governance and control 
over IT on their agendas, and executives and managers are 
focusing increased attention on the topic.

According to an article in the Information Systems Control 
Journal by Erik Guldentops (a management consultant in Brus-
sels, Belgium, and executive professor in the management 
school of the University of Antwerp), one of the main concepts 
incorporated into IT governance is the need to align IT with 
the overall business strategy. Organizations should take 
advantage of emerging technology to drive and execute the 
business strategy.

Along similar lines, Robert Kaplan (professor at Harvard 
Business School and chairman of the Balanced Scorecard Col-
laborative [BSC]), and David Norton (president of BSC), who 
developed the Balanced Business Scorecard process in 1990, 
discussed the need to map IT to business strategy in CIO 
Magazine (November 2003). According to Kaplan, different 
business strategies place different demands on IT resources. 
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Business leaders should use a strategy map to work top-down  
from the organization’s key value proposition offered to cus-
tomers, to the critical investments in IT and human resources  
that will support its ability to position itself in the market-
place.

Table 1  Four Naturally Grouped Processes of IT Resources

Plan and Organize

Define a strategic IT plan

Define the information architecture

Determine the technological direction

Define the IT organization and relationships

Manage the IT investment

Communicate management aims and direction

Manage human resources

Ensure compliance with external requirements

Assess risks

Manage projects

Manage quality

Acquire and Implement

Identify automated solutions

Acquire and maintain application software

Acquire and maintain technology infrastructure

Develop and maintain procedures

Install and accredit systems

Manage changes

Deliver and Support

Define and manage service levels

Manage third-party services

Manage performance and capacity

Ensure continuous service

Ensure systems security

Identify and allocate costs

Educate and train users

Assist and advise customers

Manage the configuration

Manage problems and incidents

Manage data

Manage facilities

Manage operations

Monitor and Evaluate

Monitor the processes

Assess internal control adequacy

Obtain independent assurance

Provide for independent audit
© Copyright 2004   CRC Press–All rights reserved. 7
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Norton noted in the CIO Magazine article that to accomplish 
this, it is critical that the IT budgeting process be integrated 
with the strategy of the business. One notable example is GM 
of Europe, where the IT group initiated the main strategy map 
and essentially assumed the role of consultants, building 
strategy maps to help define priorities of the business units.

Kaplan and Norton provide additional detail about these 
concepts in their recently published third book, Strategy Maps: 
Converting Intangible Assets into Tangible Outcomes.

IT GOVERNANCE ATTRACTING BOARD-LEVEL 
ATTENTION
Even with such renowned experts counseling the benefits of 
aligning IT with business strategy, IT has not always achieved 
the board- and executive-level attention it deserves. In a sur-
vey on the maturity of IT governance among senior officers of 
Fortune 500 entities, it was determined that six out of seven 
boards of directors are at least regularly informed about IT 
issues, two out of three boards approve IT strategy, yet only 
one in ten boards ask questions about IT.

This has been mostly attributed to reasons such as IT 
requiring more technical insight than other disciplines to 
understand how IT enables the enterprise, creates risks, and 
gives rise to new opportunities. IT also has traditionally been 
treated as an entity separate from the business, plus it is com-
plex, especially in global enterprises.

Advice to boards traditionally focused on board structure, 
composition, size, and independence, but was short on risk man-
agement and practical IT governance. Sarbanes–Oxley require-
ments changed that and already have made a significant impact 
on board and executive attention to governance over IT.

The overall objectives of IT governance activities are to under-
stand the issues and strategic importance of IT, ensure that the 
enterprise can sustain its operations, and ascertain that it can 
implement the strategies required to extend its activities into 
the future, according the Board Briefing on IT Governance, 2nd 
edition, published by the IT Governance Institute.

IT governance is the responsibility of the board of directors 
and executive management, although IT governance activities 
usually transcend management layers. IT governance is an 
integral part of enterprise governance and consists of the 
leadership and organizational structures and processes which 
ensure that the organization’s IT sustains and extends the 
organization’s strategies and objectives.

Boards exercising proper IT governance often uncover and 
address problems in advance, simply by asking the right ques-
tions, such as:

■ How critical is IT to sustaining the enterprise? How critical is 
IT to growing the enterprise?

■ How far should the enterprise go in risk mitigation, and is the 
cost justified by the benefit?
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■ Is IT a regular item on the agenda of the board, and is it 
addressed in a structured manner?

■ Is the reporting level of the most senior IT manager commen-
surate with the importance of IT?

“The board of directors of my company is well aware [that] 
its role is to oversee the company’s organizational strategies, 
structures, systems, staff, and standards. However, as presi-
dent of the company, it is my responsibility to ensure that 
they extend that oversight to the company’s IT as well,” said 
Michael Cangemi, president and COO, Etienne Aigner Group, 
Inc. “In today’s economy, and with our reliance on IT for com-
petitive advantage, we simply cannot afford to apply to our IT 
anything less than the level of commitment we apply to over-
all governance.”

TURNING COMPLIANCE INTO COMPETITIVE 
ADVANTAGE
As stated previously, while Sarbanes–Oxley requirements do 
go a long way toward rebuilding stakeholder confidence by 
enhancing internal controls and timely disclosure, adhering to 
its principles does not completely ensure a worry-free IT envi-
ronment. One way to leverage the benefits of the Act even fur-
ther is to create competitive advantages that parallel the 
compliance process.

According to IT Control Objectives for Sarbanes–Oxley, build-
ing a strong internal control program within IT can help to:

■ Enhance overall IT governance
■ Enhance the understanding of IT among executives
■ Make better business decisions with higher quality and more 

timely information
■ Align project initiatives with business requirements
■ Prevent loss of resources and the probability of system breach
■ Contribute to the compliance of other regulatory requirements, 

such as those for privacy
■ Gain competitive advantage through more efficient and effec-

tive operations
■ Optimize operations with an integrated approach to security, 

availability, and processing integrity
■ Enhance risk management competencies and prioritization of 

initiatives

IT GOVERNANCE CASE STUDY
One company that achieved benefits by implementing IT gov-
ernance is the Charles Schwab Corporation, one of largest U.S. 
financial services firms engaged, through its subsidiaries, in 
providing securities brokerage and related financial services 
for more than eight million active accounts.

Charles Schwab’s diverse and complex technology environ-
ment became even more complicated after it acquired U.S. 
Trust and became a financial holding company. Because of the 
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increased regulatory oversight resulting from this acquisition, 
senior management sought an improved IT governance control 
framework.

The internal audit team recommended COBIT and mentioned 
that many regulatory bodies use COBIT during examinations, 
and therefore the framework would serve as a valuable tool to 
increase preparedness and facilitate communications.

Schwab implemented COBIT, which helped establish an IT 
governance program, maintain consistency in risk manage-
ment and IS audits, ensure that its audit approach is consis-
tent with regulatory guidelines, improve its IS control 
environment, enhance IT and business processes, and educate 
internal clients on risk and control concepts.

Schwab’s approach for implementing COBIT focused on the 
following path:

■ Map COBI T to the Federal Financial Institutions Examination Coun-
cil (FFIEC) examination guidelines. Because the Schwab Financial 
Holding Company must comply with banking regulations, it 
wanted to ensure that its audit approach was consistent with 
relevant regulatory examination criteria. Mapping these crite-
ria to the COBIT domains and control objectives enabled Schwab 
to document its interpretation of the relationships between the 
COBIT domains and control objectives and the examination cri-
teria in the FFIEC IS Examination Handbook, which is used by 
examiners to review IS operations in financial institutions.

■ Map the audit universe to COBI T’s high-level control objectives. This 
mapping exercise ensured that each audit universe element 
addressed the relevant COBIT control objectives.

■ Map scheduled audits to the COBI T detailed control objectives. This 
became part of a mapping process completed during Schwab’s 
yearly audit planning phase. Mapping detailed control objec-
tives to each audit helps ensure that the strategy, objectives, 
and scope for each audit include all of the relevant COBIT control 
objectives (i.e., a completeness check to identify gaps).

■ Develop a COBI T control assessment questionnaire for each audit.
These questionnaires document the results of joint risk assess-
ments. They will be updated as processes change and reevalu-
ated during future audits in each area. They also evaluate the 
effectiveness of existing processes and control mechanisms, 
and provide detail on risk mitigating action plans for areas that 
require improvements.

■ Facilitate work sessions with clients. Proactive projects have had 
a positive impact on client relationships and have helped 
ensure consistency in the application of risk assessments over 
IT functions. They help evaluate the effectiveness of controls in 
place for the area under review. To ensure consistency and col-
laboration, the assessment results are documented using COBIT 
maturity ratings highlighted in the COBIT Management Guide-
lines component.

■ Analyze, document, and validate results. Schwab evaluated results 
of the joint risk assessment process by executing its audit work 
programs and performing tests of controls. It used the COBIT 
Audit Guidelines to facilitate audit testing, where relevant, by 
comparing existing audit work programs to the COBIT Audit 
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Guidelines framework. After the testing is complete, results of 
each audit are documented in an audit report issued to senior 
management.

Implementing COBIT as part of its audit process has signifi-
cantly enhanced Schwab’s risk assessment process and has 
provided a confidence that its audit strategy covers industry 
best practices and control objectives. U.S. Federal Reserve 
Board examiners have confirmed that Schwab’s implementa-
tion of a COBIT-based audit approach is an appropriate method 
for assessing IT risks. Other benefits include increased client 
participation in audits and positive impacts on relationships 
with clients. Involved parties now believe internal audit’s 
approach is effective and a beneficial situation for all stake-
holders.

ORGANIZATIONS RESPONDING TO IT  
SECURITY ISSUES
Threats and weaknesses will always exist for the key infor-
mation that is recorded on, processed by, stored in, shared by, 
transmitted, or retrieved from electronic media. Information 
and information technology must be protected against harm 
from vulnerabilities such as loss, inaccessibility, alteration, 
and wrongful disclosure, whether they are caused by errors 
and omissions, fraud, accidents, or intentional damage.

Too often, information security has been dealt with solely 
as a technology issue, with little consideration given to enter-
prise priorities and requirements. Instead of treating informa-
tion security as a separate issue, it should be addressed in 
every phase of a project.

According to Information Security Governance: Guidance for 
Boards of Directors and Executive Management, published by the 
IT Governance Institute, boards and management have sev-
eral fundamental responsibilities relative to information secu-
rity governance, including:

■ Understand why information security needs to be governed.
■ Ensure it fits in the IT governance framework.
■ Take board-level action.
■ Take management-level action.

“The most important thing a CIO can do to make his or her 
business safer is clearly articulate an IT security policy, make 
sure everyone in the organization knows their piece of it, and 
then enforce it,” said Richard Clarke, former White House 
advisor for cyberspace security, in CIO Insight magazine. “You 
can’t assume anymore that your system is going to be infalli-
ble. And if you throw all of your money into one thing and 
don’t sit back first and define an IT security policy, then you’ll 
probably end up spending your money foolishly.”

A study from the Council on Competitiveness shows that 
companies are increasingly paying attention to security con-
cerns, with 83 percent of companies having conducted risk 
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assessments in 2003, compared to only 34 percent in 2002. 
In addition, companies reported taking a much closer review 
of critical infrastructure — a key concern of the Department 
of Homeland Security. In 2002, less than 40 percent of com-
panies reported risk assessments in electronic communica-
tions, electrical power connections, or telecommunications. A 
year later, 71 percent said they conducted comprehensive 
assessments of electronic communications, 68 percent of 
financial assets, and 58 percent of telecommunications and 
electric power connections.

MOVING FORWARD
IT is now permanently interwoven with all aspects of busi-
ness. As the impact of the Sarbanes–Oxley Act and similar leg-
islation continues to dramatically change the way 
organizations approach internal control, disclosure, and over-
all responsibility, IT governance will continue to mature.

Erik Guldentops in the Information Systems Control Journal
noted that “There is no denying that an efficient and effective 
information infrastructure does affect shareholder value. 
What is more, IT failures do affect the image and reputation 
in our increasingly interconnected economy. It will be interest-
ing to see how IT will be positioned in the regulatory require-
ments for internal control and governance.”

Management is always searching for condensed and timely 
information to make informed decisions on difficult issues 
such as IT risk and control. The first step, according to the 
COBIT Management Guidelines, is for every organization to 
understand the status of its own IT systems and to decide 
what security and control it should provide. Obtaining an 
objective view and creating a business case for expenditure to 
improve control and security are not easy tasks. The manage-
ment guidelines respond to this need and address the follow-
ing management concerns:

■ Performance measurement: What are the indicators of good per-
formance?

■ IT control profiling: What is important? What are the critical suc-
cess factors for control?

■ Awareness: What are the risks of not achieving our objectives?
■ Benchmarking: What do others do? How do we measure and 

compare?

To help focus on performance management, the principles 
of the balanced business scorecard were used to assist in 
defining key goal indicators and key performance indicators.

In this era of omnipresent technology, all organizations 
need to demonstrate appropriate levels of internal control and 
security. Every entity must take the appropriate steps to 
understand its own performance and measure its progress. 
This is a challenging and ongoing process, but it benefits all 
stakeholders.

IT FAILURES DO 

AFFECT THE IMAGE 

AND REPUTATION IN 

OUR INCREASINGLY 

INTERCONNECTED 

ECONOMY.
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Organizations must continually work toward satisfying the  
quality, fiduciary, and security requirements for their infor-
mation, as they do for all assets. This is a constantly changing  
goal, as management must demonstrably attain increasing  
levels of security and control. While most enterprises recog-
nize the benefits that new technology can offer, successful  
organizations will focus on understanding and managing the  
associated risks. ■

Marios Damianides, CISM, CISA, CPA, CA, is a partner, Technology and Secu-
rity Risk Services (TSRS), Ernst & Young, New York City. He has more than 20 
years of experience in information systems, with a focus on security and enter-
prise systems management. He has assisted in designing and implementing 
systems management and security architecture solutions for numerous For-
tune 100 companies. A member of ISACA since 1992, Damianides was elected 
international president in July 2003, and also serves as international president 
of the IT Governance Institute. Damianides has written many business and 
technical articles and has presented papers at several prestigious conferences.

IT Governance Checklist 

Questions to Ask to Uncover IT Issues V A R P

Is it clear what IT is doing? �

How often do IT projects fail to deliver what they promised? � �

Are end users satisfied with the quality of the IT service? �

Are sufficient IT resources and infrastructure available to meet required enterprise strategic objectives? � �

Are IT core competencies maintained at a sufficient level to meet required enterprise strategic objectives? � �

How well are IT outsourcing agreements being managed? � � �

What has been the average overrun of IT operational budgets? �

How often and how much do IT projects go over budget? �

How long does it take to make major IT decisions? � �

Are the total IT effort and investments transparent? � �

How much of the IT effort goes to firefighting rather than enabling business improvements? � �

Is the enterprise’s internal IT skill set decreasing, and how successfully are skilled IT resources attracted to the 
organization?

� �

How well do the enterprise and IT align their objectives? �

Questions to Ask to Find Out How Management Addresses the IT Issues V A R P

How critical is IT to sustaining the enterprise? How critical is IT to growing the enterprise? � � �

What strategic initiatives has executive management taken to manage IT’s criticality relative to maintenance 
and growth of the enterprise, and are they appropriate?

�

What is the organization doing about leveraging its knowledge to increase shareholder value? �

What IT assets are there, and how are they managed? � �

Are suitable IT resources, infrastructures, and skills available to meet the required enterprise strategic objec-
tives?

�

Is the enterprise clear on its position relative to technology: pioneer, early adopter, follower, or laggard? � �
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Questions to Ask to Find Out How Management Addresses the IT Issues (continued) V A R P

Is IT participating in overall corporate change setting and strategic direction? Do IT practices and IT culture 
support and encourage change within the enterprise?

�

Do the enterprise research technology, process, and business prospects set the direction for future growth? �

Are enterprise and IT objectives linked and synchronized? �

Is the enterprise clear on its position relative to risk: risk avoidance or risk taking? �

Is there an up-to-date inventory of IT risks relevant to the enterprise? �

What has been done to address these risks? �

How far should the enterprise go in risk mitigation, and is the cost justified by the benefit? �

What are other organizations doing, and how is the enterprise placed in relation to them? � �

What is industry best practice, and how does the enterprise compare? � �

What is management doing to address risks? �

Is the board regularly briefed on risks to which the enterprise is exposed? �

Based on these questions, can the enterprise be said to be taking “reasonable” precautions relative to technol-
ogy risks?

� �

Questions to Ask to Self-Assess IT Governance Practices V A R P

How certain is the board about the answers provided to the above questions? �

Is the board aware of the latest developments in IT from a business perspective? �

Is IT a regular item on the agenda of the board, and is it addressed in a structured manner? �

Does the board articulate and communicate the business direction to which IT should be aligned? �

Is the board aware of potential conflicts between the enterprise divisions and the IT function? � �

Does the board have a view on how and how much the enterprise invests in IT compared to its competitors? � �

Is the reporting level of the most senior IT manager commensurate with the importance of IT? �

Does the board have a clear view on the major IT investments from a risk and return perspective? � �

Does the board obtain regular progress reports on major IT projects? � �

Does the board obtain IT performance reports illustrating the value of IT from a business driver’s perspective 
(customer service, cost, agility, quality, etc.)?

� �

Is the board regularly briefed on IT risks to which the enterprise is exposed, including compliance risks? �

Is the board assured of the fact that suitable IT resources, infrastructures, and skills are available (including 
external resourcing) to meet the required enterprise strategic objectives?

�

Is the board getting independent assurance on the achievement of IT objectives and the containment of IT 
risks?

� � �

Note:  V = IT Value Delivery; A = IT Strategic Alignment; R = Risk Management; P = Performance.
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