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Data problems come about when little regard is paid to the consequences of data replication.
As IT infrastructure costs decline, investing in the accuracy and currency of the corporate data

asset will become paramount.

VER 100 YEARS AGO, MARK TWAIN

coined the phrase “everyone talks about

the weather, but no one does anything

about it” Applying that phrase to 21st
century technology, it frequently seems that or-
ganizations talk about their data quality prob-
lems, issues, and concerns but not many do
anything about it.This is unfortunate because,
unlike the weather, we do have the methodol-
ogy, models, software, and infrastructure avail-
able to us to actually do something about it. In
addition, as machines get faster and storage
gets cheaper, and the information technology
{dT) infrastructure becomes more of a com-
modity instead of an advantage, the need to be
proactive in keeping data clean and healthy be-
comes more imperative than ever. So it is inev-
itable that the principal differentiating factor
between competing corporations could be-
come considerably data focused. Many short-
comings in the enterprise IT architecture can
be overcome or at least mitigated at an ex-
pense, with more hardware to make applica-
tions run faster and more software to make
them behave more efficiently. In regard to data
content and data quality, the same axiom is not
that easily applied. Strong data stewardship
and process changes must be coupled with all
expenditures to improve data quality through
software and hardware infrastructure addi-
tions. This expense, however, is commonly an-
ticipated as being much smaller than what
ultimately reaches the bottom line.The false ex-
pectation can be attributed to the background
reverberations of poor data governance and

lack of data discipline throughout the organiza-
tion.

EVENTS AND DATA

A significant portion of data stored today is the
representation of an event, whether scientific,
financial, or otherwise. The event may be a
transaction describing a bank withdrawal, a
claim payment, a customer service phone call,
the sale of a product, or the temperature at a
given location, date, and time. Even data that is
a “non-event,” such as the elements represent-
ing a “customer name,” were initially entered as
part of an event. Whether manually typed in at
company headquarters, by a new customer
over the Internet, or through a batch load, it
came into existence as part of an experience
with supporting event data points.To make de-
cisions based on these events, whether tactical
or strategic, it is paramount that a/l of the data
representing these events is consistent and ac-
curate and in a limited number of locations. We
know through experience that sometimes data
must be copied or duplicated to allow for easi-
er access due to a physical limitation. When
data replication is required, it is imperative to
maintain the integrity of the original event by
maintaining the original content and context of
the data describing it. A guideline to live by is
that an environment with too much data repli-
cation is often costly and unwieldy, but one
that has data that is replicated and different is
often devastating.
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T his flow of

events is akin
to the old
elementary
school game of
“telephone,”
where through
each handoff
the context and
contents of the
first
stalement...gel
lost to a point
where a
different
message is
delivered.

Businesses get into untenable and some-
times nearly intractable data problems when
data is replicated and the content is changed
such that the original event it describes is not
wholly maintained (Redman, 2001). While it is
justified to extract, transform, and load (ETL)
data from normalized source systems into de-
normalized data structures for analytic purpos-
es, discipline and governance must be in place
to ensure that data elements do not get re-
moved or modified in the process. This disci-
pline must be maintained when other users in
the organization move enterprise analytic data
into their own localized file server databases
(e.g.,Access) or desktop spreadsheet environ-
ment. Unfortunately, when this occurs and the
data gets further removed from the “book of
record” or original source, the laws of entropy
are usually overwhelming and the data be-
comes in whole or in part modified and sepa-
rated from the initial event it described.

A primary justification given for replicating
and migrating data several generations re-
moved from its source and in an ungoverned
fashion (and to assume the risks that go with
that process) is that the IT enterprise cannot
accommodate these end-user needs. The com-
mon business case behind this is that the re-
sources required for building and designing the
appropriate replicated data structures such as
additional or extended data marts or fact and
dimension tables are not cost justified. Unfortu-
nately, these cost justifications are simple and
usually only point to a comparison of the extra
storage costs (disk) versus the design and pro-
gramming effort to code and implement a more
robust solution. Not brought to the forefront
are the extensive hidden costs of poor data
quality and expanded infrastructure costs pre-
cipitated by the organization’s continuous de-
cision-making process that supports data
redundancy. It is therefore critical that a com-
prehensive cost-benefit analysis (CBA) be per-
formed for each data replication request based
on the full set of requirements and the hard-
ware, software, programming time, and the
long-term risk and cost of not implementing
structured analytic data stores in a governed
environment.

Figure 1 displays the process through
which a set of actions that individually appear
innocent enough causes the data describing
the original event to be misrepresented or mis-
interpreted. In this example, a customer con-
tacts customer service to request that four
bounced check fees be removed from his per-
sonal account. The bank representative sees

that these fees are probably legitimate and that
the customer’s request is a bit of a stretch and
never usually performed, but the customer also
points out that he is also a very large commer-
cial customer that the bank is privileged to
have. The customer service representative re-
verses the fees and the activity is recorded.
Downstream from this event, a portion of this
activity data is extracted nightly to a system
used for analytic purposes. From the analytic
system another portion of the daily event data
is then extracted for auditing purposes. After
this, yet another partial data extract containing
overrides is taken and analyzed. This analysis
shows four legitimate bounced check fees be-
ing overridden. Unfortunately, it does not con-
tain the appropriate data context under which
the original event occurred. The data is then
sent back to the system responsible for apply-
ing them and instructions are sent to re-apply
them. The context and intent of the original
event and message are lost.

This flow of events is akin to the old ele-
mentary school game of “telephone,” where
through each handoff the context and contents
of the first statement or sentence (e.g., Jane is
running with Sally this Thursday) get lost to a
point where a different message is delivered
(e.g.,Jane and Sully ran last Thursday.) Organi-
zations and businesses frequently face this in
one form or another.This could be in the form
of wasted marketing attempts (disinterest was
already expressed by the targeted consumer),
or improperly handled claims (approval was al-
ready received that should have prevented the
denial) or a host of other examples. These are
all brought about by improperly interpreted or
compromised data. The outcome can also be
more than just an annoyance, depending on
customer impact, as alluded to in the example
in Figure 1.

The following three sections further elabo-
rate the hidden costs and implications of data
redundancy.

INFRASTRUCTURE IMPLICATIONS

For quite some time, the perceived infrastruc-
ture cost of replicating data was based on the
additional disk storage price quote that is uti-
lized as input at the time of the CBA for the giv-
en project or initiative. Examining Figure 2,
however, shows that this assumption is incor-
rect. Whether adding a gigabyte or terabyte of
disk, there will be far-reaching consequences
from an infrastructure perspective. Each byte
will require an incrementally larger network,
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FIGURE 1 Implications of Data Modification and the Telephone Effect (Data Laundering)
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more hardware added to the disaster contin-
gency plan (DCP) contract, extra computer
processing power, more real estate, more
HVAC, and the additional incremental labor to
manage and support the larger disk footprint.
In addition to the labor to support this data
from a pure infrastructure perspective is the
human resources that will be consumed in
writing programs, macros, and queries to ana-
lyze yet another set of data. These customized
queries and data stores will manifest them-
selves in the form of spreadsheets, local desk-
top databases (e.g., Access), and eventually,
more robust stores in the form of various mod-
erately sized relational database management
systems (e.g., small SQL Server, Oracle, UDB,
etc. databases in “one off” or stand-alone instal-
lations). Every time one of these additional data
stores is instantiated, another increment of pro-
cessing power will be required to maintain and
run them, whether on the desktop or a larger
platform. Additional LAN (local area network)
and WAN (wide area network) bandwidth will
be consumed when spreadsheets and desktop
database instances get moved from location to
location. Proliferation of desktop databases and
spreadsheets will mean increased PC hardware

requirements and more complex workstation
configurations.

In addition to the local database manifesta-
tions stated above is the quantity of extract,
transform, and load (ETL) logic and associated
processing that is required to put the data into
these redundant data stores. In some cases, this
code may be relatively simple, such as when a
subset of the data is placed into a spreadsheet
or desktop database with no modification. In
others, it can be complex, with subsets of data
being transformed into different formats and
blended with data from other sources. The
complexity of the ETL will dictate to what de-
gree additional physical resources will be re-
quired in the form of computer processing
power and network bandwidth.

In summary;, it is observed that data redun-
dancy and its seemingly innocent requirement
of more disk space for the enterprise will in-
stead insidiously tax the desktop size and con-
figuration, network capacity, and enterprise
processing power to levels far exceeding initial
expectations. These additional capacity re-
quirements are not intuitively recognized.They
need to be researched and articulated as input
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FIGURE 2 Infrastructure Impact: Redundant Data
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to any CBA analysis that seeks to replicate data
in the enterprise.

SUPPORT IMPLICATIONS

From an organizational standpoint the new
data stores and databases created by replica-
tion are spread throughout the organization,
which encourages the development of second-
ary and tertiary IT support areas. These are
quite frequently referred to as “shadow” IT
groups. Referring to Figure 3 it is shown how
these can develop. As depicted, we can see
how as the data gets removed from its original
source and enterprise analytic environment,
new data stores of varying sizes and technology
are spawned over time (Donohue, 2005). In
many cases, the data goes almost full circle, re-
quired to go back into an enterprise environ-
ment that is now required to support the
growing appetite of the redundant and fre-
quently morphed data. Compounding the hard-
ware impact of this path is the fact that these
shadow support groups are more business
skilled and less IT savvy.As a result, the processes
and queries executed against and in support of

the data are not as tuned and efficient as they
could be.This breeds even more infrastructure
resource consumption of processing power
and network usage. Interviews with IT profes-
sionals at any large corporation about the size
and proliferation of Access databases and Excel
spreadsheets are sure to bring about tales of
server meltdowns and multi-megabyte items
being shipped across their LAN and WAN thou-
sands of times a day.The root cause of these is-
sues can usually be found in data replication
evolving over time that was far beyond the
original intent.

The nature of the support implications will
also extend to that required for maintaining the
ETL code as described previously. The code
must be maintained to accommodate changes
to the redundant data store(s) and the business
logic behind the ETL programs and procedures
housed within the shadow IT group.When this
occurs out of the enterprise IT mainstream, ef-
ficiencies and disciplines are generally lost in
regard to application design, maintenance, and
support software and processes.
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FIGURE 3 Data Redundancy Process
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QUALITY AND INTEGRITY
IMPLICATIONS

Among those performing analytic functions,
the results of which are used to make impor-
tant corporate business decisions, there is vir-
tually no disagreement with the statement that
“no data is better than incorrect data.”With that
in mind, a conclusion can safely be drawn that
no business or organization would intentional-
ly allow one of its prized possessions, data, to
become inaccurate. Extending this one step
further and referring back to Figure 1, we see
that it is only through many small, innocent,
tactical iterations that the data becomes cor-
rupt and threatens to compromise business de-
cision-making processes. On one hand are the
physical costs that affect the bottom line in
terms of maintaining additional hardware, soft-
ware, and people resources to support duplici-
tous and inconsistent data. On the other is the
potentially harmful consequence of relying on
that data to make strategic choices or for deliv-
ering excellent customer service.

Beyond any physical products they may be
producing, organizations are all about the data
they collect, analyze, and distribute. A compro-
mise to each data element a corporation owns
is a compromise to its integrity as a business
(NY Times, 2004).The customer perception of
a bank that pays a tenth of a percent less in in-
terest payments than its competitor on a certif-
icate of deposit is quite different than if the
same bank is calculating interest with a one
tenth of a percent error.

Every occurrence of duplication and itera-
tion of a given piece of data comes associated
with an equal amount of effort and time to “un-
do” these actions. With it also comes the fact
that the duplicative process and content has
now increased the number of ways an organi-
zation is doing the same thing. Like the deci-
sion of whether to let a snowball loose at the
top of a hill, organizations must consider each
of these activities with an eye toward the sum
total of their data actions. Each one brings the
increased risk of poor data quality, a weakened

INFORMATION SYSTEMS MANAGEMENT

SUMMER 2005

79



80

DATA MANAGEMENT

ala
problems come
about when
little regard is
paid to the
consequences
of data
replication
and integrity
beyond their
original intent
and sources.

foundation for decision making, and the poten-
tial for diminishing customer satisfaction.

CONCLUSIONS

The cost savings from having good data quality
are often demonstrated through the simple as-
sumption of reduced disk and maintenance
costs as a result of eliminating physical data
replication. However, the larger cost is in the
time and expense devoted to write hundreds of
thousands of lines of code to design, transport,
profile, clean, and reconcile myriad subject
area data from the different parts of an organi-
zation.These extra reams of programming code
also require lots of care and feeding. This
comes in the form of application maintenance
specialists and their business counterparts nec-
essary to enhance and modify the sophisticated
program logic to handle future requirements.
Compounding the situation is the fact that the
extra code and extra disk requirements then
ripple through the infrastructure in the form of
more supporting hardware and software to ac-
commodate increased processing, network,
and storage requirements.

Investment in the surrounding infrastruc-
ture to provide a safe home for the corporate
data asset is a large component of most busi-
ness operations budgets. Consequently, a simi-
larly large investment should be found in the
form of the governance and discipline applied
to this data. It can be argued that as the pure in-
frastructure costs of the environment decline
(e.g., storage) in the years to come, those com-
ponents will become less relevant to creating a
competitive edge and the accuracy and curren-
cy of the data will become paramount. There-
fore, the increased complexity and additional
programming logic components required spe-
cifically for data quality management in OLTP
systems and ETL processes in the analytic envi-
ronment must be demonstrated. This is mani-
fested due to the need to govern, cleanse,
scrub, and reconcile data not once, but multi-
ple times. Also, the “ripple” effect on many in-
frastructure components due to redundant and
poor-quality data must continue to be articulat-
ed beyond the conventional thinking in regard
to added storage expenses.

Data problems come about when little re-
gard is paid to the consequences of data repli-
cation and integrity beyond their original
intent and sources.To fix this problem, a new
and higher level of thinking must be applied
than what got us here. A good place to start is
by carefully analyzing and articulating each of
the consequences: the ripple effect in the infra-
structure, shadow IT organizations, and a loss
of data meaning, content, and integrity. In con-
cert with these efforts, organizations also need
to understand and distinguish bad data from
bad processing of data, whether through bad
queries or lack of user training.

Examples are often given of how a gradual
lack of monetary discipline or reduced ac-
counting integrity, whether personal or corpo-
rate, will eventually lead to financial instability
and the ensuing painful consequences. The
same is true with data. A

Author Note
The content of this article does not reflect any
view of the author’s employer, CIGNA.
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